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Sophie Stalla-Bourdillon, 

Co-Director at Brussels 

Privacy Hub, discusses the 

potential impact of the 

proposed Digital Omnibus 

Regulation on the GDPR, 

and compares its tests to 

other regulatory standards 

I n an apparent case of history re-
peating itself, on 19th November 
2025, the European Commission 
(‘Commission’) released its pro-

posed Digital Omnibus Regulation. 
Although the exploratory memoran-
dum only mentions a few targeted 
amendments to the GDPR, the actual 
changes appear to be far more sub-
stantial. Much like the UK govern-
ment’s initial attempt to modernise the 
GDPR following Brexit (which ultimate-
ly did not make it into the final text of 
the Data (Use and Access) Act 2025), 
the Commission, now driven by a pro-
innovation agenda, seeks to redefine 
several core concepts. In doing so, it 
strikes at the very heart of data protec-
tion law, namely the definition of per-
sonal data.  

In an effort to codify the case law of 
the Court of Justice of the European 
Union (‘CJEU’), the Commission’s 
proposal introduces its own interpreta-
tion. Although it appears very similar 
to the formulation adopted by the 
CJEU in European Data Protection 
Supervisor v Single Resolution Board, 
(Case C-413/23 P) it could be inter-
preted in several ways, some consid-
erably more radical than others, and 
risks undermining the coherence of 
the entire framework. 

That the Commission is seeking to 
impose its own view of anonymisation 
is not really surprising to those who 
have been following recent cases. An 
examination of the arguments ad-
vanced by the Commission in both 
EDPS v SRB and OC v European 
Commission (Case C-479/22 P) 
makes it clear that it is advocating for 
a low threshold for data anonymisa-
tion, demonstrating a limited under-
standing of what the application of 
state-of-the-art statistical disclosure 
control methods entails. This stands in 
stark contrast to approaches taken in 
other jurisdictions, such as the ap-
proach taken by the UK Information 
Commissioner’s Office as reflected in 
its updated guidance on anonymisa-
tion. 

This article intends to shed light on the 
potential impact of the proposed 
amendments to the GDPR, which 
much like the proposed definition in 
the UK Data Protection and Digital 
Information Bill, open the door to a 
range of interpretations, some of 
which are highly problematic and 

largely disregard the state of the art in 
statistical disclosure control methods. 
Second, it compares the proposed 
formulation with similar tests found in 
other legislation, particularly in US 
privacy laws, where the standards 
would then appear stronger. 

Reading the European  
Commission’s proposed 
amendments 

The Commission’s proposal redrafts 
Article 4(1) GDPR and adds the fol-
lowing sentences:  

“Information relating to a natural per-
son is not necessarily personal data 
for every other person or entity, merely 
because another entity can identify 
that natural person. Information shall 
not be personal for a given entity 
where that entity cannot identify the 
natural person to whom the infor-
mation relates, taking into account the 
means reasonably likely to be used by 
that entity. Such information does not 
become personal for that entity merely 
because a potential subsequent recipi-
ent has means reasonably likely to be 
used to identify the natural person to 
whom the information relates.” 

This new provision is explained 
through a lengthy recital which sug-
gests that the Commission is simply 
trying to echo prior CJEU case law 
(“An entity for which the information is 
not personal data, in principle, does 
not fall within the scope of application 
of Regulation (EU) 2016/679. In this 
respect the Court of Justice of the Eu-
ropean Union has held that a means 
of identifying the data subject is not 
reasonably likely to be used where the 
risk of identification appears in reality 
to be insignificant, in that the identifi-
cation of that data subject is prohibited 
by law or impossible in practice, for 
example because it would involve a 
disproportionate effort in terms of time, 
cost and labour.”) 

Although the Commission’s intention 
appears laudable in that it seems 
merely to restate the words of the 
CJEU, this codification is problematic. 
As discussed in my previous article 
(see ‘Between nuance and caution: 
how to read the CJEU’s judgment in 
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EDPS v SRB’, Volume 26, Issue 1), 
the CJEU’s wording in EDPS v SRB 
consists of multiple sentences that 
are equally important and that useful-
ly complement the words extracted by 
the Commission.  

One in particular stands out: 
“pseudonymisation may, depending 
on the circumstances of the case, 
effectively prevent persons other than 
the controller from identifying the data 
subject in such a way that, for them, 
the data subject is not or is no longer 
identifiable” (emphasis added). There 
are two reasons why this sentence is 
critical.   

First, if we look at EU data protection 
law from a teleological perspective 
(focusing upon the goal EU data pro-
tection law serves), this sentence is 
important because it would make it 
possible to draw a distinction between 
two types of situations and thereby 
preserve consistency within CJEU 
case law:  

· situations in which the activities of
the anticipated recipient of the
data can be disconnected from
the activities of the data holder
and do not aim to evaluate or
predict personal aspects: in these
instances, the anonymisation
claims make sense; and

· situations in which the entity hold-
ing the data acts on behalf of a
controller, is producing data that
is expected to enrich the data in
the hands of the controller, or is
profiling the data subject and/or
making a decision about the data
subject. In these instances, anon-
ymisation claims are problematic,
as illustrated by IAB Europe v
Gegevensbeschermingsautoriteit
(Case C-604/22). In IAB Europe,
the CJEU found that “a string
composed of a combination of
letters and characters, such as
the TC String, containing the pref-
erences of a user of the internet
or of an application relating to that
user’s consent to the processing
of personal data concerning him
or her by website or application
providers as well as by brokers of
such data and by advertising plat-
forms” amounts to personal data
when it may be associated with a

unique reference such as an IP 
address. Unique references can 
span a wide range of references, 
including pseudonyms or masked 
data points, and even when they 
are opaque to the entity holding 
the data they can enable profiling. 
The fact that the “information [at 
hand] may make it possible to 
create a profile of a user” should 
be considered a key factor in the 
assessment, as reflected in the 
substance of Recital 30 GDPR.  

Second, if we look at EU data protec-
tion law from a practical perspective 
(focusing upon state-of-the-art statisti-
cal disclosure control methods), it is 
important not to adopt a narrow un-
derstanding of the means reasonably 
likely to be used by the entity holding 
the data. 

What should be clear is that consider-
ation should extend not only to the 
means available to the entity holding 
the data for carrying out re-
identification themselves, but also to 
the measures implemented by that 
entity to prevent re-identification by 
others, i.e., situationally relevant at-
tackers, particularly in the context of a 
closed data release model. A closed 
data release model refers to a situa-
tion where access to data is restricted 
to specific, authorised recipients un-
der controlled conditions. 

In other words, data protection law 
should impose upon both controllers 
and anticipated data recipients claim-
ing that the data are anonymised for a 
closed release model an obligation to 
protect the data against situationally 
relevant attackers, while the anticipat-
ed recipient should be under an obli-
gation not to attempt re-identification.  

In an open data release model, by 
contrast, the controller should be re-
quired to monitor the state of the art, 
while the data recipient should be 
under an obligation not to attempt re-
identification, subject to certain nec-
essary exceptions. In an open data 
release model, the data are made 
available to the public. As the control-
ler cannot control who accesses the 
data, data-level controls, i.e. controls 
aiming at transforming the data or 
impacting its visibility to users, should 
be more robust.  

Reading the Commission’s proposed 
amendments, which remain rather 
elliptic in comparison with the sub-
stance of the CJEU case law, some 
data holders may be tempted to make 
the following arguments: 

· state-of-the-art statistical disclo-
sure control methods are irrele-
vant;

· what matters are the actual
means available to the entity
holding the data, i.e., whether
they are able to perform re-
identification themselves, irre-
spective of the means available to
situationally relevant attackers.
The sentence “Such information
does not become personal for
that entity merely because a po-
tential subsequent recipient has
means reasonably likely to be
used to identify the natural person
to whom the information relates”
is hard to reconcile with a threat
modelling approach, such as an
approach based on a motivated
intruder test (emphasis added);

· in the absence of an obligation
not to re-identify, it is sufficient to
show that the entity holding the
data lacks the skills, techniques,
and technologies required for re-
identification, again irrespective of
the entity’s role or the purpose of
the processing. Moreover, the
amendments seem to imply that
controller status requires data
access, though an entity can con-
trol purposes and means without
accessing the data itself; and

· if the entity holding the data is
under an obligation not to attempt
re-identification, then the test
should be easily satisfied and not
much should be asked from that
entity, irrespective of role or pur-
pose of the processing.

These arguments if endorsed would 
be damaging for the consistency of 
the EU data protection law frame-
work: the legal test would then fall 
below the threshold established by 
some other privacy and data protec-
tion laws. It would then become highly 
artificial to justify any form of re-
striction on international data trans-
fers.  
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That said, the proposed Digital Omni-
bus introduces a new Article 41a 
granting the Commission additional 
powers to flesh out the details of the 
test, positioning the Commission 
above the European Data Protection 
Board. The first and fourth paragraphs 
are reproduced below:  

“The Commission may adopt imple-
menting acts to specify means and 
criteria to determine whether data 
resulting from pseudonymisation no 
longer constitutes personal data for 
certain entities.” 

“The Commission shall closely involve 
the EDPB in the preparations of the 
implementing acts. The EPPB shall 
issue an opinion on the draft imple-
menting acts within a deadline of 8 
weeks as of the receipt of the draft 
from the Commission.” 

Whether such a setup will make it 
possible to produce a well-informed 
anonymisation test remains to be 
seen. Given the short timeframe fore-
seen, the EDPB would need to devel-
op its own vision and approach before 
receiving the draft implementing acts. 

Comparing with other priva-
cy and data protection laws 

UK GDPR: The revision of the UK 
GDPR did not ultimately introduce any 
changes to the definition of personal 
data or to the test for anonymisation. 
However, prior to the adoption of the 
Data (Use and Access) Act 2025, the 
ICO had been sharpening its guid-
ance on anonymisation. The 2025 
guidance does not represent a signifi-
cant departure from the earlier 2012 
guidance. However, it adds depth in 
several respects, particularly by con-
sidering the impact of various privacy-
enhancing technologies on processing 
activities. 

In order to determine whether “the re-
identification risk is sufficiently remote 
to minimise the risks to people arising 
from the use of their information,” two 
things are particularly important:  

· “using robust techniques to reduce
the higher risk of unauthorised
personal data disclosure compared

to intentional and controlled data 
release to known recipients”; and 

· “consider[ing] potential unauthor-
ised access by people (eg hacking
or the actions of rogue employee).”

The ICO suggests using the motivated 
intruder test as a starting point to con-
sider identifiability risks. By motivated 
intruder, the ICO means “someone 
who wishes to identify a person from 
the anonymous information that is 
derived from their personal infor-
mation. The test assesses whether 
the motivated intruder is likely to be 
successful.” A motivated intruder is 
therefore a potential situationally rele-
vant attacker.  

By focusing solely on the means avail-
able to the entity holding the data, the 
Commission’s proposed amendment 
therefore risks significantly weakening 
the anonymisation test under the EU 
GDPR and promoting a standard that 
is less stringent than anonymisation 
under the UK GDPR. 

One further observation is worth mak-
ing when comparing the EU and UK 
GDPR. The wording used by the ICO 
is less misleading than that adopted 
by the CJEU in EDPS v SRB. Pseu-
donymisation, in the sense of remov-
ing direct identifiers and associating a 
meaningless string with an individual 
record, cannot be equated with anon-
ymisation, although it may serve as a 
step towards it if additional safeguards 
are implemented.  

The real debate, therefore, concerns 
which specific set of controls are re-
quired to transform pseudonymised 
data into anonymised data. Both data-
level and contextual controls should 
fall within the scope of this assess-
ment.  

The ICO makes it clear that there are 
two approaches to anonymisation: 
generalisation (“which reduces the 
specificity of the data”) or randomisa-
tion (“which can be used to reduce the 
certainty that a record relates to a 
particular person”).  

Specifically, with regard to the anony-
misation of free text, the ICO provides 
an example describing an anonymisa-
tion process for the release of inter-
view transcripts conducted for re-

search purposes (and thus excluding 
profiling or decision-making impacting 
individuals). The example refers to 
three cumulative techniques: suppres-
sion of direct identifiers, generalisation 
of specific potentially identifiable de-
tails, and the generation of synthetic 
data. In EDPS v SRB, direct identifiers 
had been removed and certain forms 
of generalisation applied; however, no 
claim was made that all individual 
comments had been eliminated from 
the dataset.  

US HIPAA: The Health Insurance 
Portability and Accountability 
Act (‘HIPAA’) is a US federal 
law enacted in 1996 to safeguard sen-
sitive patient data, known as protected 
health information (‘PHI’). HIPAA pro-
vides two methods for de-
identification, which lift the restrictions 
on data reuse. 

Under the HIPAA Privacy Rule, Safe 
Harbor and Expert Determination are 
the two approved methods for de-
identifying PHI so that it is no longer 
subject to HIPAA. The Safe Harbor 
method requires the removal of 18 
specific identifiers, such as names, 
addresses, and Social Security num-
bers, elements of dates, URLs, IP 
addresses, that could directly or indi-
rectly identify an individual, and the 
covered entity must have no actual 
knowledge that the remaining infor-
mation could still identify a person. In 
contrast, the Expert Determination 
method allows a qualified statistical or 
scientific expert to assess and docu-
ment that the risk of re-identification is 
“very small,” based on accepted prin-
ciples and techniques.  

While the Safe Harbor method has 
been criticised for not effectively re-
ducing reidentification risks as well as 
for lacking flexibility, it imposes the 
removal of a substantial list of direct 
and indirect identifiers. Unpacking the 
Safe Harbor method as regards free 
text, the guidance produced by the 
Office for Civil Rights states that “[c]
linical narratives in which a physician 
documents the history and/or lifestyle 
of a patient are information rich and 
may provide context that readily al-
lows for patient identification.” It there-
fore adds that “[d]e-identification is 
more efficient and effective when data 
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managers explicitly document when a 
feature or value pertains to identifi-
ers.” Looking at the Commission’s 
formulation of the test, it is not even 
clear whether systematic removal of 
both direct and indirect identifiers 
would be required to achieve anony-
misation.  

When compared with the Safe Harbor 
method, the Expert Determination 
method is often praised for its flexibil-
ity although this flexibility may be justi-
fied solely on the basis of conven-
tions. The Expert Determination test is 
made of three cumulative prongs as 
per Title 45 of the US Code of Federal 
Regulations (Section 164.514(b)(1)): 

· “a person with appropriate
knowledge of and experience with
generally accepted statistical and
scientific principles and methods
for rendering information not indi-
vidually identifiable”;

· “applying such principles and
methods, determines that the risk
is very small that the information
could be used, alone or in combi-
nation with other reasonably avail-
able information, by an anticipated
recipient to identify
an individual who is a subject of
the information”; and

· “documents the methods and re-
sults of the analysis that justify
such determination”.

Although the Expert Determination 
test appears to focus solely on the re-
identification means available to the 
anticipated recipient, and assuming 
that “insignificant” is equivalent to 
“very small,” it seems more hypothet-
ical in nature than the Commission’s 
test. More importantly, it requires the 
involvement of a qualified de-
identification expert, who must docu-
ment the methodology employed, and 
in practice who takes into account the 
data release model and the context 
controls applied upon the data envi-
ronment to produce her assessment. 
(“[T]he risk of identification that has 
been determined for one particular 
data set in the context of a specific 
environment may not be appropriate 
for the same data set in a different 
environment or a different data set in 
the same environment” notes the Of-

fice for Civil Rights). When compared 
with the HIPAA Expert Determination 
test, the Commission’s formulation 
thus appears weaker.  

California CPRA: The California Con-
sumer Privacy Act (‘CCPA’), passed 
in 2018 and effective from 2020, is the 
first and one of the strongest state-
level privacy laws that protect the per-
sonal information pertaining to Califor-
nia residents. It has been expanded 
and strengthened by the California 
Privacy Rights Act (‘CPRA’), passed 
in 2020 and effective from 2023. 
While the CCPA is a California state 
law, its development drew on princi-
ples and enforcement practices long 
promoted by the Federal Trade Com-
mission (‘FTC’) regarding consumer 
privacy and data protection, with the 
FTC’s influence evident in the stand-
ards introduced for de-identification 
(see the FTC 2012 report on Protect-
ing Consumer Privacy in an Era of 
Rapid Changes).  

As per California Civil Code section 
1798.140(m): 

“’Deidentified’ means information that 
cannot reasonably be used to infer 
information about, or otherwise be 
linked to, a particular consumer pro-
vided that the business that possess-
es the information: 

· takes reasonable measures to en-
sure that the information cannot be
associated with a consumer or
household; 

· publicly commits to maintain and
use the information in deidentified
form and not to attempt to reidenti-
fy the information, except that the
business may attempt to reidentify
the information solely for the pur-
pose of determining whether its
deidentification processes satisfy
the requirements of this subdivi-
sion; and

· contractually obligates any recipi-
ents of the information to comply
with all provisions of this subdivi-
sion.”

From this definition, it is clear that the 
focus is not solely on the entity hold-
ing the data and its means of re-
identification. Moreover, both data-
level and contextual controls are re-
quired, which may entail data transfor-

mations, internal organisational 
measures, and contractual obligations 
between the covered business and 
the anticipated recipient in order to 
assert that the data are de-identified 
under the CCPA.  

In 2024, the FTC made it clear that 
tracking a person or device over time 
is enough to trigger appropriate use 
and disclosure, whatever the opacity 
of the identifier. In contrast, the Com-
mission’s wording is far less compo-
site and is therefore arguably weaker 
than both the CCPA and the FTC 
standards. 

Quebec Law 25: Although Quebec’s 
Law 25 is less often discussed in 
Brussels privacy circles, it offers a 
very interesting approach to under-
standing the stakes involved in anony-
misation. Quebec’s Law 25 (The Pri-
vacy Legislation Modernisation Act) is 
a comprehensive data privacy law that 
aims to modernise privacy protections 
available in Quebec, Cana-
da. Enacted in September 2021, most 
of its provisions took effect in Septem-
ber 2023. Section 23 of the Private 
Sector Privacy Act and section 73 of 
the Access Act amended by Law 25 
provide that:  

“For the purposes of this Act, infor-
mation concerning a natural person is 
anonymised if it is, at all times, rea-
sonably foreseeable in the circum-
stances that it irreversibly no longer 
allows the person to be identified di-
rectly or indirectly. Information anony-
mised under this Act must be anony-
mised according to generally accept-
ed best practices and according to the 
criteria and terms determined by regu-
lation.” The anonymisation test thus 
directly refers to state-of-the-art statis-
tical control methods, while allowing 
for a relative approach to anonymisa-
tion through the use of the term 
“reasonably foreseeable.” It also 
avoids artificially limiting the scope of 
the analysis to re-identification means 
the situation of the anticipated recipi-
ent or one isolated identity.  

By contrast, the Commission’s formu-
lation appears to confine the analysis 
to the reidentification means of the 
entity holding the data, despite ac-
knowledging that if, for any reason, 
the data were to end up in the hands 
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of a third party reasonably likely to re-
identify individuals, the data would be 
considered personal in the third par-
ty’s hands. Law 25 clarifies the obliga-
tions of private enterprises and public 
bodies concerning the retention of 
personal information and allows for 
the anonymisation of such infor-
mation, subject to key purpose-related 
conditions. Anonymisation must be 
performed either for “serious and legit-
imate purposes” or for “public interest 
purposes.” 

In Spring 2024, secondary legislation 
foreseen by Law 25 (the Regulation 
respecting the anonymisation of per-
sonal information) came into force. It 
is extremely encouraging to read in a 
three-page document that firstly, the 
anonymisation process must be per-
formed “under the supervision of a 
person qualified in the field”; secondly, 
a covered entity must periodically as-
sess information claimed to be anony-
mised “to ensure that it remains anon-
ymised;” and thirdly, a covered entity 
must keep an anonymisation register 
describing the techniques and con-
trols used for anonymisation. 
Unsurprisingly, the Commission’s for-
mulation makes no explicit reference 

to purpose, although, as explained 
elsewhere, one could argue that con-
siderations of purpose are implicitly 
embedded in the CJEU’s case law. To 
interpret IAB Europe in light of Patrick 
Breyer v. Bundesrepublik Deutschland 
(Case C-582/14), it is important to 
note that the data in question is used 
for profiling individuals in IAB Europe. 

Conclusion 

The Commission’s attempt to codify 
CJEU case law appears rushed and 
entails dangerous risks of oversimplifi-
cation. This attempt unfortunately rais-
es doubts as to whether the Commis-
sion endorses a principles-based ap-
proach to anonymisation. What the 
Commission fails to grasp is that, as 
recognised by Quebec lawmakers, 
anonymisation is always a trade-off, 
regardless of the privacy-enhancing 
technology used to transform the data 
or the controls set upon the data envi-
ronment. Consequently, rigor and 
transparency are essential to substan-
tiate any claim of anonymisation, and 
the legitimacy of the subsequent pro-

cessing purpose should influence the 
strength of that claim as well. 
Merely noting that data should be re-
garded as personal again when it 
comes into the possession of a party 
reasonably likely to re-identify individ-
uals is insufficient. Such a considera-
tion does not rescue the Commis-
sion’s formulation, as it imposes no 
obligations on the anticipated recipient 
unless, for one reason or another, a 
contractual arrangement exists be-
tween the data controller and that re-
cipient and includes such obligations. 
Ultimately, both regulators and judges 
should be extremely wary of claims of 
anonymisation that focus on a single 
data point within larger records, as 
illustrated by the recent judgment of 
the Stockholm Court of Appeal deliv-
ered on 15th October 2025. 
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