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When Surveillance Studies and Criminology Meet. 
An Interview with David Lyon 

David Lyon. Interviewed by Lucas Melgaço and Rosamunde Van Brakel  
Vrije Universiteit Brussels  

criminologicalencounters.org 

Born in Edinburgh, Scotland, sociologist David Lyon 
moved to Kingston, Canada, in 1990, where he de-
veloped his groundbreaking work on surveillance 
studies. In 2000, he founded The Surveillance Pro-
ject, which became the Surveillance Studies Centre 
(SSC) at Queen’s University in 2009, today an im-
portant hub connecting surveillance scholars from 
all over the world. Having worked on topics related 
to the information society since the 1980s, in 1994 
he published his first book, The Electronic Eye: The 
Rise of Surveillance Society, which was entirely ded-
icated to surveillance studies. This book is consid-
ered one of the pioneering works in this field.  
 
Lyon has published an abundance of articles and 
books dealing with different aspects of surveillance. 
Criminologists interested in learning about Lyon’s 
work should have a look at the following selection. 
Books: Surveillance After September 11 (2003); Liq-
uid Surveillance: A Conversation (with Z. Bauman, 
2013); and Surveillance after Snowden (2015). Ed-
ited volumes: Surveillance as Social Sorting: Privacy, Risk and Digital Discrimination (2002); Identifying 
Citizens: ID Cards as Surveillance (2009); Theorizing Surveillance: The Panopticon and Beyond (2006); Play-
ing the Identity Card: Surveillance, Security and Identification in Global Perspective (with C. Bennett, 
2008); and Surveillance and Control in Israel/Palestine (with E. Zureik and Y. Abu-Laban, 2010). More re-
cently, Lyon published his latest book, The Culture of Surveillance: Watching as a Way of Life (2018), 
which we had the opportunity to talk about in this interview.  
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Lyon’s career in surveillance studies is rich in encounters. His work is highly transdisciplinary as it connects 
sociology to areas as diverse as computer science, political sciences, cultural and religious studies, securi-
ty studies and obviously criminology. He has also been involved in stimulating geographical encounters 
with the Global South, which can be seen in his partnerships with Palestine but also the support he has 
given to the development of surveillance studies in Latin America, particularly through his involvement 
with the Latin American Network of Surveillance, Technology and Society Studies (LAVITS).  
 
This interview took place on a sunny summer’s day in June 2018, in Aarhus, Denmark, on the occasion of 
the 8th Biennial Conference of the Surveillance Studies Network. 

 
David, what was your first encounter with surveillance studies like, although there was 
nothing called surveillance studies yet at that time?  
 
You know, I don’t think there was any event or something that happened, it was more of a slow and 
steady dawn. Let me tell the story: I was already teaching sociology and there was a huge interest in new 
technologies, after 1978, when the silicon chip was invented. This was greeted with much fanfare because 
it was the silicon chip that enabled the miniaturization and the lightweight components. They had every-
thing to do with coming towards the end of the Cold War when the rhetoric was that the war of the fu-
ture was going to be in space, between the Soviet Union and the United States. That war in space could 
only be fought if you could miniaturize and make lightweight computer components. (…) There was a lot 
of talk of a dream coming true. The silicon chip was going to change everything. I even gave a series of 
critical talks that ended up being called “Silicon Society”. But it shows how important one little compo-
nent was to the whole debate.  
And then people started talking about the microelectronics revolution, and soon the information revolu-
tion, and out of that emerged the “information society” idea. So that was how I encountered it at that 
time, especially in the early 1980s. By 1984, somehow I had come across the name of Elia Zureik and I 
wrote to him. He was a complete stranger. I was living in Britain, he in Canada. I wrote to him out of the 
blue and we started discussing social aspects of new technologies.  
I also felt the need to talk with other like-minded people and we formed a little group (I was still in the UK 
in the 1980s), the Research and Ethics Group in Informatics and Society (REGIS), which was mainly com-
puter scientists, actually. And within that, mainly human-computer interaction (HCI) people. It was HCI, a 
bit of software, design and ethics. I was the social scientist. Those were the people I was meeting with at 
that time and I didn’t really know where to find other people to talk about these things. 
 By then the Open University was trying to get a handle on the “revolution” and they invented a new 
course called “Information Technology and Society”. They had determined that they were going to not 
only use a traditional Open University means of communicating with distant students, via letters, radio, 
TV and telephone, but they were going to actually try electronic communication with students and facul-
ty.   
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 So, because I agreed to be a tutor on this course, I had to learn how to use these new tools. And the 
course was meant to be about information technology in society, but using the new tools that few people 
knew anything about. That was actually a technological encounter because we had to learn basic things 
about programming, how the connections were made, because it was telephone line connected. This also 
meant that the modulator demodulator, the modem, had to be a thing. Not the little thing that you’re 
aware of, but we used the acoustic coupler. Did you ever see an acoustic coupler? 
Well, you’ve got your old-fashioned telephone handset, and you had to take it off the regular mount, lift 
the thing up and plunge the handset into the coupler, a large rubber device that converted the electronic 
signal to sound and back ‒ hence an “acoustic coupler”.  
 

What year was this? Do you remember?  
 
’85, ’86? ’86 maybe. I truly can’t remember. So that was how I got into the field of social aspects of new 
technology. Teaching this course was very helpful because I was learning things in order to teach them. 
That was fascinating. But then, as I was in the REGIS group and I was also teaching this material, the one 
thing that struck me over and over again was the ways in which personal records were being collected 
and maintained, the word database was being more widely used, and very few people seemed to be ana-
lysing this phenomenon critically.  
I realized that there was the possibility for massive use of these personal data, and I got interested in that 
because that seemed to me to both carry some promise, but also a lot of challenges and a lot of issues 
whose significance had not been publicly recognized. However, in 1986, investigative journalists Steve 
Connor and Duncan Campbell published a book on intelligence gathering in the UK. This was a really fasci-
nating study, and there was no social scientist that I knew of who was working on that type of material. 
These investigative journalists broke new ground. It was a very comprehensive look at British intelligence 
gathering and also the connections with Australia, the United States, New Zealand. Basically, the Five 
Eyes. 
 So I got into this field because I was trying to assess treatments of the so-called “information socie-
ty” ‒ my book was called Information Society: Issues and Illusions. Chapter 5 of that was about the gather-
ing of personal data. And it was Chapter 5 that I really wanted to focus on once I’d started to get my head 
around what was actually happening and the potential power and changes in power relations that 
seemed to me to be highly likely. They were already taking shape with policing and border surveillance 
and international intelligence and all that kind of thing. I think that was the opening encounter, if you like, 
that got me into the area of trying to study surveillance. 
  Then, of course, I was reading people who had written about surveillance. James Rule, for example, 
started his research, I think, in 1969 for the book Private Lives and Public Surveillance. And then there was 
Gary Marx, whom I visited at MIT in 1987, and we just talked and talked. That helped me understand 
better the policing angle on surveillance.  
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Gary’s Undercover: Police Surveillance in America appeared in 1988. Oscar Gandy’s first major book on 
this, The Panoptic Sort, didn’t come out until 1993. Shoshana Zuboff I read fairly early on too, again in 
1988 (that was The Age of the Smart Machine). I also benefited from James Beniger’s The Control Revolu-
tion, which offered an illuminating historical perspective.  
 

So “surveillance studies” was born from an encounter between sociologists and computer 
scientists?  
 
Well, I don’t know who first used that term but I think it was the social scientists. I can remember back in 
the early days, we sometimes jokingly said, well, should we call what we do “surveillance studies”? After 
all, that was the concept that was in common between all of us and that was what we were talking about. 
Privacy was significant in the debate but some of us queried whether privacy was the key concept. The 
thing that held together the various kinds of studies that we were trying to do was the notion of surveil-
lance.  
 

Whilst privacy and surveillance studies overlap, they are also two different fields, expertise, 
approaches and communities.  
 
Of course, they do form two kinds of parallel communities that have frequent meetings across the bound-
aries, but I’m not sure there are any real “boundaries”. But anyway, in the West, the notion of privacy 
seemed to be top of mind, even though it was understood differently on the two sides of the Atlantic. But 
as soon as you said “privacy” and thought about it for a few minutes, you realized that it has some very 
specific historical roots. Privacy is connected with property, for example; it tends to be individualistic, and 
refers to a common Western, liberal, individualist approach to life and the universe, (…) if you’re coming 
to it from sociology, that sets up a few little warning bells. 
  And you see it working out over the intervening years, where for example in the tech community 
you often do see quite individualistic “solutions” to what are essentially social and political issues. There’s 
always a “technological solution” that will help you protect your “privacy”. So immediately you’re moving 
the debate out of the public domain, out of the domain of public discourse, democratic participation and 
decision-making about the systems themselves.  
 There are many important crossovers, encounters between people interested in surveillance and 
those interested in privacy, primarily. It is a genuinely two-way street.(…) .Those who see the importance 
of such a dialogue include Priscilla Regan, who wrote about the common and public and social aspects of 
privacy. Then Valerie Steeves, who in her PhD dissertation showed that before Alan Westin’s work fo-
cused more on corporations, it was fundamentally about the social value of privacy. So you find people 
learning from each other and I think that’s an exciting thing. It’s also very true of Colin Bennett who has 
done much to encourage dialogue between “surveillance” and “privacy” scholars.  
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You mentioned Gary Marx, who is someone who is clearly related to criminology. Can you 
think about other encounters you had with criminology or criminologists doing surveillance 
studies? You are clearly very involved with the theories of surveillance, and criminology has 
also somehow discussed such theories ‒ maybe the best example being Foucault and the 
panopticon. How do you see, then, the relation between surveillance and criminology?  
 
Well, early on I read Stanley Cohen. Cohen’s work was pretty central for understanding surveillance be-
cause he focused on “social control”. It also had interesting connections with Europe and the Middle East 
because he taught at the Hebrew University for a while. At the time Cohen was there, the Israeli surveil-
lance system was really being built in a big way, and that country has now become the second largest pur-
veyor of surveillance technologies and techniques in the world after the United States. 
I would also argue that his work was delightfully historical. He rooted surveillance in a longue durée of his-
torical change, and that is always a valuable contribution. Some things are simply not new and unprece-
dented, which of course is the danger with discussing anything that is related to the use of new technolo-
gies. They are often promoted as complete novelties, but if you acknowledge their social and political di-
mensions, you realize that actually, similar conditions have issues that have arrived before of it, then they 
are probably not quite as new as the flashy new technologies that we’re talking about. 
  Cohen was pretty influential on my early thinking about the kind of criminological dimensions of 
surveillance. Then, through the intervening years, several people stood out. I always thought that Lucy 
Zedner’s work was so thoughtful. She cuts through muddled approaches with clarity, reminding us how 
easily terms like “security” are compromised by state-oriented assumptions (“national security”) that take 
the focus away from, say, human security. But then what characterizes people like Cohen and Zedner is 
precisely their willingness to ask the right questions: the deeper questions, the historical questions, the 
ethical questions.  
 

Could you tell us a bit about your interest in Palestine and Israel and the encounters you 
had with these topics/countries?  
 
Okay. Israel and Palestine. As you know, full disclosure, I find myself in a Christian tradition and I am a 
Christian believer, so that’s quite important in a place where theologies – Jewish, Christian and Islamic – 
are actually vital to understanding the political and social discourses of that particular part of the world. 
You cannot evade those important dimensions of life there.  
 For a very long time I have been interested in what was going on in the Middle East, and specifically 
in Israel and Palestine. (Actually, my brother was a journalist in that part of the world for all his life and so 
I did understand things better from his analyses while working for Reuters.) And again, being in touch 
with Elia Zureik, a Palestinian Canadian, from 1984 on was significant. I learned more from him than any-
one on this theme.  

|   David Lyon, Lucas Melgaço and Rosamunde Van Brakel 

VOL 2 (1) 2019 
criminologicalencounters.org 



98  

 

 We had determined that because I was working with him we would use part of one of our large 
grants to do work on surveillance and power relations in Israel/Palestine. So the most emotionally mov-
ing, dynamic and insightful research workshop I have ever had the privilege to be present for took place in 
Cyprus.  
 

Was there a special reason why the meeting took place in Cyprus?  
 
We met in Cyprus simply because we knew that the people that we wanted to participate would be un-
likely to get visas or have the money to pay for flights to North America or somewhere in western Europe. 
There were people from Israel, Jordan, Lebanon, as well as from both the Jewish and the Palestinian dias-
pora in Europe and North America. That workshop was a steep learning curve for me. I was working on 
identification systems at that time so I learned as much as I could about the different coding of identifica-
tion systems in Israel/Palestine for Palestinians, Israelis and “Arab Israelis” as they are officially called. 
 At the time of that event in 2009 I had not actually visited the West Bank or Israel. Going there and 
meeting people there made a huge difference. I have good colleagues and friends, both Palestinian and 
Israeli. I respect the boycott, but that doesn’t make me say, “No, I will never speak at one of those univer-
sities.”  It depends on the context. I’ve spoken at a human rights conference in an Israeli university, for 
example. I have to say that some of the best and most profound critics of the occupation are Jewish Israe-
lis at Israeli universities and we should never forget that. They are the ones that take huge risks with their 
lives. I have colleagues whose cars get graffitied and broken outside their homes because they’re Jewish 
Israelis who are seen by some as “traitors” to Israel.  
 Many speak of there being “two sides” in this decades of struggle. There are, in fact, a multitude of 
“sides” and the complexities of the situation are vast. But what’s particularly interesting is the profound 
penetration of surveillance into everyday life in Israel/Palestine and the way that it really drills down the 
capillary level, which you can see in so many ways. The visitor sees it in Ben Gurion Airport near Tel Aviv. 
Visitors don’t see all the security devices but you do see some things – like the first check being on the 
approach road. You see security-surveillance on the Allenby Bridge entry from Jordan, which is supposed-
ly under the Palestinian authority but actually there’s two-way glass all the way along and Israeli person-
nel are right behind the glass. You just can’t see them as you’re going through. 
 It’s a very interesting and desperately poignant case study to be thinking about Israel and Palestine, 
because you can see just how far the settler colonialism project is maintained by surveillance and the ac-
companying violence. And the two are very closely intertwined. And yeah, there’s so much to learn about 
surveillance in a context like that.  
 I’ve been invited to lecture on surveillance at the Hebrew University in Jerusalem and I also taught a 
course at Birzeit University in Ramallah. The Hebrew University students were very attentive and under-
stood what I was saying. My host was the fine and courageous feminist scholar Nadera Shalhoub Kervork-
ian. The Ramallah visit was really fascinating too because I was planning to give a course about surveillan- 
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ce and I thought I would speak guardedly about surveillance in other places and about theories of surveil-
lance. But the students wanted to know about their everyday lives and how an understanding of the so-
cial sciences was going to help them understand what was happening to them. So, pretty soon I found 
myself throwing caution to the winds. Whether informers were present or not, I said to myself, I’ll just go 
for it, do what the students want me to do, and we had a great time. Those have been really excellent en-
counters in terms of learning about the lived reality of surveillance when it is most intense and most ex-
tensive throughout the region.  
 (As an aside, I don’t know if you have come across Lior Volinz. His work is so fascinating. He has pho-
tographs of undercover agents in the old city of Jerusalem just going about their activities, and he points 
out what distinguishes them from a crowd of other people that look very like them. He’s also aware of the 
very subtle high-tech surveillance there, but his work is super-interesting and he’s a case in point of some-
one from a Tel Aviv family who is profoundly concerned with the future of that land.) 
 So the Israel Palestine case is really telling because it’s a crucible and it’s where you see certain 
kinds of surveillance taken to a conclusion, taken in a direction that is further than many other countries 
around the world, especially in western Europe, for example, would dare to go. But the settler colonialism 
project demands this. Another theorist at New York University, Helga Tawil-Souri, has a paper on what 
she calls “sublime surveillance”. The holier the site, the denser the surveillance. Again, you can’t get away 
from the theologies. It’s a fascinating thesis.  
 As I say, in Israel/Palestine you see surveillance in its high-intensity form. I think it’s very valuable 
and very disturbing to see some of those consequences of surveillance in such contexts and the ways that 
it can be made to work to maintain the control, alongside violence, by which I include everything from 
verbal violence to so-called “security fences”.  On the Israeli side, the “security fences” are just grey con-
crete barriers that could be anywhere. But on the Palestinian side, the 8-metre-high “apartheid walls” (as 
they are often called) are covered with defiant graffiti, stains and smoke-and-fire damage. And of course, 
the exclusion zone by the walls is heavily surveilled – a fact that is also lampooned on the Palestinian side.   
 

Could you say a few words about your new book, The Culture of Surveillance: Watching as 
a Way of Life, and the encounters you experienced in the process of writing it? What should 
criminologists know about surveillance culture? In what way should this topic interest those 
dealing with discussions on crime but also violence and security policy?  
 
Well, the argument is based around several premises, and I start by modifying my earlier definition to say 
that “surveillance is the operations and experiences of the collection, analysis and use of personal data 
for the purposes of influence, management or control”. Today, we have to think in terms of the data 
sucked up by platforms, which in turn depends on the active participation of millions, indeed billions of 
users. The is the obverse of the “surveillance capitalism” coin, discussed in different ways by Mark An-
drejevic, Christian Fuchs and Shoshana Zuboff. I suggest that we have not properly grasped the character  
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of the cultural transformation of surveillance currently under way. My book is meant as a pointer, alerting 
us to something that needs to be studied, rather than being the study that will fully position the phenom-
ena.  
 We’ve often tended to think of surveillance as something that is done to us, something that hap-
pens to us, something that is designed to evoke certain kinds of responses if we know about it or some-
thing that simply tracks, monitors us when we don’t necessarily know about it. But what I want to suggest 
is that surveillance has entered a kind of public consciousness and into everyday practices in ways that 
perhaps we haven’t fully appreciated.  
 It entails looking at surveillance more critically from the point of view not of how surveillance is 
done, that is, how surveillance cameras are used or how software is developed to track people or transac-
tions, but rather to think more about the experience of surveillance. Now, of course, that’s not new be-
cause many have examined the experience of surveillance (think of Kirstie Ball’s work, and many others). 
But I argue that exploring the experience of surveillance should be a core component of surveillance stud-
ies, alongside our investigations of the ways that surveillance operates. So the subject perspective takes 
its place alongside what I call the “operator perspective”. 
  I believe that we have to think of this culturally, as an anthropologist might think of it. It has over-
laps with what we might think of as culture in terms of music and drama and film and novels and all that 
sort of thing. It does have connections – those provide the metaphors, the images of surveillance and the 
fictional descriptions of what surveillance feels like. But we also need to explore the everyday life of sur-
veillance in contexts where we haven’t necessarily had to talk about it previously.  
 Once, surveillance studies was prominently about the workplace, when our studies of surveillance 
started in earnest in 1993. Then public street surveillance with CCTV, and government administrative sur-
veillance, plus police and intelligence surveillance, along with others. But it makes far less sense to think 
only about these separate silos. Increasingly, since the 1990s, data has been flowing freely between them, 
with new kinds of outcomes.  
 (…) What I say in the book subtitle is that watching has become a way of life. Surveillance cannot 
but be embedded in everyday life, not least due to Internet and social media use. So we’re talking twenty-
first-century surveillance. Of course, post 9/11, surveillance was amplified, but also post 2004 with Face-
book, plus Google and the rest of the amazingly influential platforms. Each is intrinsically surveillant in 
profound and deliberate ways that we are only slowly discovering. But they demand that we think of sur-
veillance beyond the metaphors used by Orwell and others, such as Big Brother.  
For instance, my definition of surveillance now includes “analysis” of data (as well as, importantly, collec-
tion and use). How fatefully the algorithms are constructed is one question, but how they tie in with the 
business models of the platforms is another. The platforms require our engagement and our interaction 
with them, which is why AI (artificial intelligence), machine learning and neuroscience also have to be fac-
tored into our understanding of today’s surveillance.  
 In the culture of surveillance, it’s the ways in which we are implicated in our own surveillance that 
are unprecedented. There is a sense in which if you’re walking down the street where cameras are locat-  
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ed you participate in a weak way. But if you are using social media, you are actively participating and 
many users have also come to understand their activities in surveillant terms. Even if you don’t have a 
strong sense that there’s someone else there or that there is some system that is doing more than con-
necting you with those you love, as Mark Zuckerberg puts it, then you’re beginning to get that sense. Just 
look at the number of memes there are floating around these days that make it very clear that we are not 
alone with our ‘loved ones.’  
 Now, why’s that important for criminology?... This is, in fact, important for every way that we think 
about surveillance today. But the fact that we participate in it is crucial for police use of social media. This 
applies where there’s a generalized use of social media, engaged by many police officers and depart-
ments, building on traditional ways of checking up on suspects or possible suspects. And it applies in the 
large-scale use of data – gleaned from many sources including social media ‒ in predictive policing, where 
both persons and places are effectively under intensive surveillance.  
 Experiencing surveillance increasingly entails participating in surveillance and that participation is 
both knowing and unwitting. The participation is consequential because of the ways that the data are 
used, the way that the platforms are organized, the way that the algorithms are constructed. Today, polic-
ing technologies rely precisely on this world of the culture of surveillance. But that culture-of-surveillance 
world also exhibits novel features, such as mutual, or peer, surveillance and also self-surveillance in the 
shape of personal tracking devices that use very high-tech methods. Technologies such as facial recogni-
tion and biometrics, when used in everyday personal devices, help to normalize their use, making them 
appear less threateningly surveillant when used by authorities such as the police.  
 Today’s surveillance is not a conspiracy, but the concatenation of social, economic and political pro-
cesses responsible for the culture of surveillance tends to distract from its potentially negative or at least 
controversial aspects. And that in turn connects with the very metaphors that we use. Whenever some-
thing happens ‒ for example, the serial scandals associated with Facebook ‒ someone invokes Orwell. 
This writer contributed hugely to our understanding of surveillance, in the social sciences as in the wider 
society. But the direct relevance of Orwell decreases in a world of social media, Internet use, participatory 
surveillance and the other phenomena that we’ve been discussing, which is why we need to read some 
different novels, watch some different TV series and wean ourselves off Orwell’s particular story.  
Orwell’s commitment to democratic participation and to the decency of human life, as he thought of it, is 
vital, and more urgently needed than ever. But today we badly need a fuller understanding of contempo-
rary surveillance that focuses not only on the subtle and consequential ways that data is manipulated or 
on how the political economy of government and corporate surveillance is so closely intertwined, but also 
on how we are all implicated through our almost inescapable participation in everyday surveillance. It’s a 
multifaceted problem that leaves no human life untouched. So it requires approaches that feed into new 
policies of data governance – in law enforcement as in every other realm – relating to basic rights and 
that have social justice, the common good and human flourishing at their core.  
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