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European Commission. The Consortium Agreement will also identify relevant background of each 

of the partners that may be used to achieve the project objectives. The corresponding list of 

patents at disposal of the partners for the duration of the project will be included. 

3.2.4 Reporting and communication 

The organisation of the project in 8 work packages is designed in order to carry out the work and 

project early results in the most effective manner possible. Work packages will have regular 

planned teleconferences and meetings; WP teams will meet periodically to check progress and 

also cross-WP meeting and working groups will be planned as needed according to PERSONA 

needs and workplan. PERSONA will put in place communication mechanisms supporting this 

project structure including but not limited to: document repository, effort reporting, address book 

of partners, assignment of document reviewers etc. and collaboration tools such as wikis, blogs 

and forges. As part of communications management activities, the PERSONA strategy set out KPIs 

to measure progress, monitoring and reporting and re-planning to adjust workplan. The 

procedures will be defined to ensure good communications, cooperation and understanding 

between the partners. 

3.2.5 Quality monitoring 

The project management strategy will be defined in D7.4, which will be the top document for 

project management purposes to ensure the best quality of results. The plan will set out the 

organisation for project management and define the key criteria for planning and control of the 

technical work, the budget and the programme. This Management handbook will be practical 

guideline to facilitate the management of the project for all participants. It will detail and explain 

all contractual rules and management procedures. It will provide useful advice and management 

tools, which will help project participants to do what is required in due form and in due time. The 

PERSONA progress will be monitored and reviewed against the work plan and ensuring quality and 

also check KPIs monitoring for success. 

3.2.6 Risk Management 

Risk plan and risk management in the context of PERSONA needs to ensure that potential risks are 

clearly identified and assessed and that the project prepares for recovery actions if required. It is 

known that in large, complex and relative long projects where many partners are involved, it is 

unavoidable that problems occur from time to time. We have performed a first PERSONA risk 

identification and set out measures to manage risks the contingency plan and the related WPs.  

3.3 Consortium as a Whole  

The PERSONA consortium 

is composed of 11 

balanced and consistent 

partners representing 9 

European countries: 

Belgium, Norway, Italy, 

Spain, Portugal, United 

Kingdom, Sweden, Austria, 

Serbia and Israel. All 

members of the 

consortium have a clear 

role within PERSONA 

Figure 11 - PERSONA Consortium 
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§ the Research Group on Law, Science, Technology & Society 
(LSTS) at the Vrije Universiteit Brussel (VUB), created in 2003

§ works predominantly in English

§ ca. 50 full-time researchers

§ 4 spin-off’s:

§ Brussels Privacy Hub
§ Privacy Salon
§ Cyber and Data Security Lab
§ Brussels Laboratory for Data Protection & Privacy Impact Assessments 

(d.pia.lab), created in 2015

§ 1st policy brief of d.pia.lab (framework) published in May 2017

§ 2nd policy brief of d.pia.lab (method) expected in September 2019

Coordinator: Vrije Universiteit Brussel (VUB)
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NEEDS

security efficiency technology

§ maintainig a high(er) level 
of national security

§ …

§ higher number of checks 
§ increasingly reduced 

amount of time
§ limited resources
§ …

§ state-of-the-art border 
crossing point solutions

§ …

law

§ Schengen acquis, incl. Schengen Information System (SIS)

§ Dublin system

§ Passenger Name Record (PNR)

§ Visa Information System (VIS)
§ EUROpean Asylum DACtyloscopy (Eurodac)

§ Entry/Exit System (EES) 

§ Eurosur

§ …



Acceptance:

§ subjective perceptions
and emotional states, or

§ shared human values 
and ethical principles of society

(1) SOCIETAL ACCEPTANCE



Borders for surveillance: 

▶ social sorting 
▶ chilling effect
▶ function creep
▶ power asymmetries
▶ …

Use of emerging technologies at the border – applied ethics:

▶ uncertainty of technological developments
▶ need to anticipate and manage negative impacts 
▶ …

(2) ETHICS AND BORDER CONTROL

(Schengen Borders Code)



BIOMETRICS

• Reductionism: a ‘whole’, rich identity is 
flattened on a ‘bodily identity’ à the body is the 
most reliable criterion of identification

• Profiling and social sorting: an identity is 
added or imposed (by those who are in a power 
position)

(2) ETHICS AND BORDER CONTROL

BIOMETRICS, IDENTIFICATION AND SURVEILLANCE

DAVID LYON
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ABSTRACT
Governing by identity describes the emerging regime of a globalizing,
mobile world. Governance depends on identification but identification
increasingly depends on biometrics. This ‘solution’ to difficulties of verifica-
tion is described and some technical weaknesses are discussed. The role
of biometrics in classification systems is also considered and is shown to
contain possible prejudice in relation to racialized criteria of identity. Lastly,
the culture of biometric identification is shown to be limited to abstract data,
artificially separated from the lived experience of the body including the
orientation to others. It is proposed that creators of national ID systems in
particular address these crucial deficiencies in their attempt to provide new
modes of verification.

‘Identities’ float in the air, some of one’s own choice
but others inflated and launched by those around, and
one needs to be constantly on the alert to defend the
first against the second; there is a heightened likelihood
of misunderstanding, and the outcome of negotiation
forever hangs in the balance.

Zygmunt Bauman1

. . . through biometrics bodies may become inscribed
with identities shaped by longstanding social and
political inequalities.

Irma Van der Ploeg2

INTRODUCTION

At the end of 2007 and start of 2008 the US FBI
announced two major initiatives involving biometrics.
The first is called ‘Next Generation Identification,’ a $1
billion initiative to build the world’s largest database of

bodily characteristics, usable by law enforcement agencies
but also by employers under certain circumstances to
collect a variety of biometric information from many
sources for identification and forensic purposes. The ‘long
term goal,’ says Lawrence Hornak of CITeR, ‘is “ubiqui-
tous use” of biometrics’.3 The second initiative, called
‘Server in the Sky,’ is an international biometric database
that would allow the FBI to cooperate with other agencies
in Australia, Canada, New Zealand and the UK. The idea
is to permit the advanced search and exchange of biomet-
ric information on a global scale. There would be three
categories of suspects in the shared system: ‘internation-
ally recognized terrorists and felons, major felons and
suspected terrorists, and subjects of terrorist investiga-
tions and criminals with international links’.4

1 Z. Bauman. 2004. Identity. Cambridge, UK: Polity Press: 13.
2 I. Vander Ploeg. 2005. The Machine-Readable Body. Maastrict:
Shaker: 78.

3 E. Nakashima. 2007. FBI Prepares Vast Database of Bio-
metrics. Washington Post, 22 December: A01. Available at:
www.washingtonpost.com/wp-dyn/content/article/2007/12/21/
AR2007122102544_pf.html/ [Accessed 22 Dec 2007].
4 O. Bowcott. 2008. FBI Wants Instant Access to British Identity Data
The Guardian 16 January. Available at: www.guardian.co.uk/print/
0,,332065468-105744,00.html/ [Accessed 16 Jan 2008].
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‘The body does not lie’: Identity, risk and trust
in technoculture

KATJA FRANKO AAS, University of Oslo, Norway

Abstract
The article suggests that surveillance of the body is gradually becoming a major source
of identification, as well as a vital element of late-modern mechanisms of social exclusion.
The increasing demand for technological verification of identity is a result of intricate
connections between our notions of the self, order, efficiency and security. Behind the
growing acceptance of these new technologies, such as biometric passports, biometric
ID cards, drug testing, and DNA databases, are fears connected to those who may have
a ‘stolen identity’, are unidentified, or ‘identity-less’, such as potentially fraudulent welfare
recipients, ‘identity thieves’, terrorists, immigrants and asylum seekers. However, unlike
Foucault’s disciplinary power, the latest technologies no longer see the body as some-
thing that needs to be trained and disciplined, but rather as a source of unprecedented
accuracy and precision. Bodies become ‘coded’ and function as ‘passwords’. This form
of identification is particularly relevant since its mode of operation enables identification
and denial of access at-a-distance, thus fitting perfectly into the contemporary modes of
disembedded global governance.

Key words
biometrics; body; Foucault; risk; social exclusion

INTRODUCTION

In 2002, in the mountainous border crossings between Afghanistan and Pakistan, the
United Nations High Commissioner for Refugees set up several iris scanning machines.
These machines photographed the eyes of tens of thousands of Afghan refugees, children
and adults in order to determine whether they were eligible for humanitarian aid. The
photos were then converted into digital code and stored in a database. If a refugee who
had already received help returned for more, he or she was automatically recognized by
the database and denied. The use of such high-tech solutions in the wilderness of one

CRIME MEDIA CULTURE © 2006 SAGE Publications, London, Thousand Oaks, CA and New Delhi,
www.sagepublications.com, ISSN 1741-6590, Vol 2(2): 143–158 [DOI: 10.1177/1741659006065401]
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I n may 1996, the Department of Public Aid of Illinois 
launched a project called I-SCAN. After buying software 
and equipment from a company named EyeDentify, the 

department invited all eligible welfare clients for interviews, 
at the end of which they were asked to look into an eyepiece, 
and to focus on a lighted target. A camera scanning the retina 
registered the highly individual pattern of blood vessels, and 
the image thus obtained was stored in the central computer 
system. The clients were told that compliance was condi- 
tional for receiving further benefits, and people who refused 
or did not show up for the interview were disqualified, or 
subjected to other forms of administrative sanctions. 2 

In december 1997, a New Jersey conapany demonstrated 
a new client identification system for ATM's (automatic teller 
machines) to an audience at the Banking Administration 
Institute's Conference in New Orleans. Instead of checking 
and matching pin numbers or passwords, the ATM would 
be equiped with a stereo camera. On introduction of an 
ATM card, this camera would be able to locate the face, find 
the eye, and take a digital picture of the iris at a distance of 
up to three feet. This image would then be compared with 
the one the customer supplied initially. To operationalize the 
system for existing ATM clients, the bank could take pic- 
tures during eight to ten ATM transactions, the best of which 
would then be used for the record copy? 

At the same occasion, an other ATM security system 
was demonstrated displaying a completely "hands offf au- 
thentication method, based on face recognition and voice 
verification. The software, 'FacelT', detects, locates, tracks 
and identifies the face, after which the user is to speak his or 
her password into a microphone. The system then matches 
the voice against a previously recorded 'voiceprint', and, if 
all goes well, the user is granted access to their account 4 

In the autumn of 1997, the face recognition system of 
the Sentri automated inspection commuter lane for low-risk 
vehicular traffic on the Otay Mesa crossing of the US/Mexi- 
can border was turned on. Dr. Atick, CEO of Visionics, 
Inc, indicated that the system uses FaceIt technology to au- 
tomatically capture faces of drivers as they drive through the 
border, and performs facial verification against the enroll- 
ment record of the authorized driver. "Sentri has provided 
biometrics with one of the most difficult scenarios to date - 
it requires acquisition in an outdoors environment (while 

enrollment is indoors). It also involves totally uncontrolled 
conditions, lighting variability, uncontrolled pose and dis- 
tance, car height, and all that has to be done in real time 
with moving subjects. ''5 

Biometrics is often described as 'the next big thing in 
information technology'. Since the revolution in IT, with all 
its new forms of communication, surveillance, transaction, 
data generating, gathering and commodification, has changed 
so many aspects of social and economic life in western coun- 
tries, the new levels of complexity call forth a need for new 
ways of maintaining order and providing security. Although 
some feel that biometrics are much overhyped, all major IT 
developers and many smaller companies are rushing to put 
their biometric products, with names like UareU, FacelT, 
TrueFace, SpeakEZ Voice Print, HourTrack, Veincheck, I- 
Scan, Viisage Gallery, Cybertouch, or NRIdentity, on the 
market. 

Generally speaking, biometric technology involves the 
collection with a sensoring device of digital representations 
of physiological features unique to an individual, like a fin- 
gerprint, pattern of the iris, the retina, the veins of e.g. the 
hand, physiognomic features, shape of the hand, or 
voicepatterns; it may also include typical behavioral patterns 
like typing or writing a signature. This digital representation 
of biometric data is then usually transformed via some algo- 
rithm to produce a socalled 'template'. This algorithmic trans- 
formation is said to be irreversible, meaning that from the 
template one cannot deduce the biometric data themselves. 
These templates are stored in a centralized database that is 
accessed when on following occasions the finger, hand, face, 
eye or voice is presented to the system. After a similar algo- 
rithmic transformation of this second biometric image, a 
comparison can be executed. If a matching template is found, 
the person presenting themselves is 'recognized' and counts 
as 'known' to the system. It may also be the case that tem- 
plates are not stored centrally, but on a chipcard instead. 
The user then has to present both chipcard and requested 
body part to 'prove' they are the legitimate user of the card, 
quite like pincodes now - the difference being, obviously, 
that pins can be forgotten or told to friend in order to autho- 
rize them to use the card. In this form, biometric data in 
principle need not be stored by the organization, but given 
the opacity of information systems to common users, it may 
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§ Democracy sensu largo
§ Rule of Law (Rechtsstaat)
§ Human rights

▶ Privacy
• Charter of Fundamental Rights of the EU
• European Convention on Human Rights
• national constitutions
• …

▶ Personal data protection
• General Data Protection Regulation
• Law Enforcement Data Protection Directive
• Convention 108+
• …

▶ Other fundamental rights

(3) LEGAL REQUIREMENTS



AN IMPACT ASSESSMENT METHOD

Final goal:

Ø to design and establish a unified and tailored impact 
assessment method

Ø in a openly accessible handbook

Why?

▶ to appropriately evaluate the societal consequences of state-
of-the-art no-gate crossing point solutions

▶ to ensure that these solutions meet the requirements and 
expectations of both 
▶ public authorities, and
▶ individuals crossing (external) European borders. 

WHAT IS PERSONA OFFERING?



2. A means: an impact 
assessment method (initial
version)



IMPACT ASSESSMENT

(Kloza et al. 2017: 1)



1995 Art 20 Directive 95/46 (prior checking)

2009 RFID recommendation

2012 smart grids recommendation

2016 Arts 35-36 GDPR

2016 Art 27 Directive 2016/680

2018 Arts 39-40, 42 & 89 Regulation 2018/1725 

2019 Recital 53 re-use PSI Directive

2019 Art 6 ePrivacy Regulation (proposal)

…

LEGAL REQUIREMENT

2. The controller shall make reasonable efforts to verify in such cases that consent is given or authorised by the 
holder of parental responsibility over the child, taking into consideration available technology. 

3. Paragraph 1 shall not affect the general contract law of Member States such as the rules on the validity, formation 
or effect of a contract in relation to a child. 

Article 9 

Processing of special categories of personal data 

1. Processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or 
trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a 
natural person, data concerning health or data concerning a natural person's sex life or sexual orientation shall be 
prohibited. 

2. Paragraph 1 shall not apply if one of the following applies: 

(a)  the data subject has given explicit consent to the processing of those personal data for one or more specified 
purposes, except where Union or Member State law provide that the prohibition referred to in paragraph 1 may not 
be lifted by the data subject; 

(b)  processing is necessary for the purposes of carrying out the obligations and exercising specific rights of the 
controller or of the data subject in the field of employment and social security and social protection law in so far as 
it is authorised by Union or Member State law or a collective agreement pursuant to Member State law providing for 
appropriate safeguards for the fundamental rights and the interests of the data subject; 

(c)  processing is necessary to protect the vital interests of the data subject or of another natural person where the data 
subject is physically or legally incapable of giving consent; 

(d)  processing is carried out in the course of its legitimate activities with appropriate safeguards by a foundation, 
association or any other not-for-profit body with a political, philosophical, religious or trade union aim and on 
condition that the processing relates solely to the members or to former members of the body or to persons who 
have regular contact with it in connection with its purposes and that the personal data are not disclosed outside that 
body without the consent of the data subjects; 

(e)  processing relates to personal data which are manifestly made public by the data subject; 

(f)  processing is necessary for the establishment, exercise or defence of legal claims or whenever courts are acting in 
their judicial capacity; 

(g)  processing is necessary for reasons of substantial public interest, on the basis of Union or Member State law which 
shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for 
suitable and specific measures to safeguard the fundamental rights and the interests of the data subject; 

(h)  processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working 
capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management 
of health or social care systems and services on the basis of Union or Member State law or pursuant to contract 
with a health professional and subject to the conditions and safeguards referred to in paragraph 3; 

(i)  processing is necessary for reasons of public interest in the area of public health, such as protecting against serious 
cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal 
products or medical devices, on the basis of Union or Member State law which provides for suitable and specific 
measures to safeguard the rights and freedoms of the data subject, in particular professional secrecy; 

4.5.2016 L 119/38 Official Journal of the European Union EN     



FRAMEWORK
(INITIAL VERSION)

1. Systematic process

2. Considers the relevant societal 
concerns

3. Not everything needs it

4. Uses an appropriate method

5. Includes recommendations 

6. Best-efforts obligation

7. Relies on sufficient knowledge 
and know-how

8. Documented & transparent

9. Deliberative

10. Accountable

11. Assessor is independent

12. Simple

13. Adaptive

14. Inclusive

15. Receptive

16. Grows in supportive environment

Phase I: Preparation

1. Screening
2. Scoping
3. Planning

Phase II: Assessment

4. Description
5. Appraisal (identification, analysis and evaluation)

Phase III: Recommendations

6. Recommendations

(On-going phase)

7. Public involvement
8. Quality control
9. Documentation

Revisiting

10. Revisiting

GENERIC METHOD



BENCHMARK

§ “everything is inherently interconnected” -> 
comprehensive & integrated assessment

§ cost-efficiency 
§ inclusion of benchmark(s) not required by law

yet:
§ not merely the sum of societal concerns

§ internal consistency
§ internal coherence (not contradictory)
§ possible subordination of assessment domains

INTEGRATED IMPACT ASSESSMENT

PERSONA Impact Assessment (IA)

ethical 
IA

Data 
Protection 

IA

Privacy 
IA

Social 
Acceptance



Thank you
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§ Dr. Dimitrios N. Gkritzapis, Hellenic Police Headquarters 
§ Melanie Labour, National University of Ireland, Maynooth 
§ Dr. Jörgen Ahlberg, Visage Technologies 
§ Stefano Leucci, Nexa Center For Internet & Society 

18:00 – 18:10: Discussion 

 

18:10 – 18:40: Roundtable II: a draft of generic method for assessing impacts of initiatives on 
societal concerns  
Moderator: Dariusz Kloza, Vrije Universiteit Brussel 
Panel:  

§ Dr. Sebastian Weydner-Volkmann, University of Freiburg  
§ Prof. Dr. Ina Schiering, Ostfalia Univeristy of Applied Sciences 
§ Katerina Demetzou, Radboud University, Nijmegen 
§ Dr. Ledion Krisafi, Albanian Institute for International Studies 
§ Dr. Kristoffer Lidén, Peace Research Institute of Oslo (PRIO) 

18:40 – 18:50: Discussion 

 

18:50 – 19:00: Keynote speech: Analysis of non-intrusive intelligent border management systems and 
on-the-fly biometric machine intelligence 
Dr. Tomas Piatrik, Queen Mary University of London 

 19:00 – 19:10: Q&A with the keynote speaker 

19:10 – 19:15: Chairman’s closing remarks 

19:15 – 19:45: Reception drinks 

 

The language of the event will be English.  

Participation is free of charge, yet – due to limited number of places, registration is required. Please 
register by sending an e-mail to Ioulia.Konstantinou@vub.be prior to 14 June 2019. 

A draft working paper will be distributed among registered participants shortly before the event. 

 

The workshop is co-organised by VUB, CEL and QMUL, and held in conjunction with the 4th 
Summer School of the Brussels Privacy Hub. 
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