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LIST OF SELECTED ABBREVIATIONS AND GLOSSARY TERMS  

The label (GLOSSARY) refers to CRISP’s ‘Glossary of security products and systems’ (DEL 1.11), in which 
CRISP related terms, definitions with references and criteria are defined and can be gleaned.  

Accuracy  
(S-T-E-Fi criteria) 

Accuracy means: “the condition or quality of being true, 
correct, or exact; freedom from error or defect; precision 
or exactness”. (GLOSSARY) 

Alarm systems “Alarm systems include a broad range of different prod-
ucts and systems – they have however some importance 
for the CRISP project as the scope of the CRISP certifi-
cation scheme will be at first limited to Alarm systems. 
The International Electrotechnical Commission Tech-
nical Committee 79 on Alarm and electronic security 
systems provides a clear distinction of what to include 
into the scope of alarm systems: “The scope includes, 
but is not limited to equipment and systems, either used 
by ordinary persons or by trained people in the follow-
ing residential and non residential applications: Access 
control systems, alarm transmission systems, video sur-
veillance systems, combined and/or integrated systems 
even including fire alarm systems, fire detection and fire 
alarm systems, intruder and hold-up alarm systems, re-
mote receiving and/or surveillance centres, social alarm 
systems.” (GLOSSARY) 

Application area “Application areas are in the CRISP project a way of 
categorisation for the context in which security PSS are 
deployed and thus in which security functions perform. 
Within CRISP we distinguish between four application 
areas: security of the citizens, critical infrastructures, 
border security, crisis management.” (GLOSSARY) 

Attributes “Attributes are qualities that break down the S-T-E-Fi 
evaluation criteria and thus form an important aspect 
within the S-T-E-Fi methodology.” (GLOSSARY) 

Automated decision-making  
(S-T-E-Fi criteria) 

“Assembling personal data, creating disproportionately 
large datasets that can be used for anticipatory action 
(decision(s) taken using personal data processed solely 
by automatic means).” (GLOSSARY) 

Awareness  
(S-T-E-Fi criteria) 

Awareness means: “knowledge that something exists.” 
(GLOSSARY) 

Border security Border security „includes the means for providing secu-
rity of land, air and sea, but also of borders in embassies 
in order to prevent the illegitimate crossing of people. 

                                                 
1  Fritz, Florian, Reinhard Kreissl, Roger von Laufenberg, Paul de Hert, Alessia Tanas, Rosamunde 

van Brakel, Simone Wurster, “Glossary of security products and systems”, DEL 1.1 CRISP Pro-
ject, 15 February 2016. 
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Further focus in border security aims also at the detec-
tion of illegal products, goods and substances within 
custom services.” (GLOSSARY) 

CCTV  Closed-circuit television 

CEN European Committee for Standardization 

CENELEC European Committee for Electrotechnical Standardiza-
tion 

Certification body Per ISO/IEC 17065: A legal entity or a defined part of a 
legal entity which performs certification.  

Certification scheme According to ISO 17067:2013, 3.1 and 3.2: “Rules, pro-
cedures and management for carrying out certification 
related to specified products to which the same specified 
requirements, specific rules and procedures apply”. 

Certification scheme owner „The certification scheme owner is a ‘person or organi-
zation responsible for developing and maintaining a 
specific certification scheme.’ Scheme owners are either 
certification bodies which develop a certification for the 
sole use of their clients; or organisations such as a regu-
latory body or a trade association not being a certifica-
tion body, which develop a certification scheme in 
which one or more certification bodies participate.” 
(GLOSSARY) 

Client  Applicant for CRISP evaluation and certification and 
included in the evaluation phase of CRISP as ‘project 
leader’.  
“A client in the context of certification is the party hav-
ing a product, systems or service certified and thus con-
tracting a certification body for the purpose of issuing a 
certificate.” (GLOSSARY) 

CoESS Confederation of European Security Services  

Configuration First stage of CRISP’s evaluation phase. 
“Configuration is again used specifically in the CRISP 
methodology as part of the evaluation phase. Configura-
tion here means the set-up of a specific scenario by the 
‘project leader’ of a security PSS who has all relevant 
information about a given security PSS. The configura-
tion phase includes the specification of the security ap-
plication area, the functions of the security PSS, the 
specification of the Technology Readiness Level (TRL), 
basic information of application scenarios, indication of 
technology specifications and an introduction of a first 
set of stakeholders.” (GLOSSARY) 

Conformity Assessment “Conformity assessment refers to the acknowledgement 
that a product, a system, a person or a board fulfils a set 
of fixed requirements. There are various conformity 
assessment bodies, such as test laboratories, calibration 
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units, and inspection units in addition to certification and 
verification bodies. All confirm that the needed require-
ments are achieved. Those requirements are usually set 
through standards, laws, specifications and voluntary 
agreements among parties. On this basis, obtaining a 
certificate is proof that a product complies to (or “con-
forms with”) specific legislation or other technical speci-
fications or criteria.” (GLOSSARY) 

Connective function “Connective functions make use of the primitive func-
tions, mainly through connecting available information 
with specific criteria which then again can be necessary 
for the performance of further security related activities 
and functions. The most prominent example is the iden-
tification function, as it highly depends on (primitive) 
information collected beforehand, which afterwards is 
needed if one wants to authorise access. Connective 
functions are ‘verify’, ‘identify’ and ‘assess.’” (GLOS-
SARY) 

Crisis management Crisis management “includes mainly the restoration of 
security in the aftermath of a crisis, which may result 
from a natural disaster, but also from deliberate attacks. 
Furthermore, a focus within the European Union policy 
lies on the prevention and preparedness of crisis and 
disaster.2 This application area is not to be confused 
with the crisis management in terms of bank recovery, 
which is currently being discussed on a European level 
as well.“ (GLOSSARY) 

CRISP organisation Future CRISP scheme owner 

Critical infrastructure Critical infrastructure “includes the security of energy, 
transportation and telecommunication, supply chains, 
financing, health infrastructure, and also control systems 
– general infrastructures which are of high importance of 
the functioning of a vital society and thus a protection 
against threats aiming at the disruption or destruction of 
the like plays an important role in the European policy 
making and the security industry.” (GLOSSARY) 

CWA CEN Workshop Agreement  

DPAs Data Protection Authorities 

                                                 
2  European Commission, “Communication from the Commissions to the European Parliament, the 

Council, the European Economic and Social Committee and the Committee of the Regions, Deliv-
ering an area of freedom, security and justice for Europe’s citizens, Action Plan Implementing the 
Stockholm Programme, Communication from the Commission to the European Parliament, the 
Council, the Economic and Social Committee and the Committee of the Regions, COM(2010) 171 
final, Brussels, 20.4.2010. http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2010:0171:FIN:en:PDF, p. 6. 
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DEL Deliverable report 

DoW Description of Work of the CRISP project 

EA European co-operation for Accreditation  

Efficiency S-T-E-Fi dimension 

Energy efficiency 
(S-T-E-Fi criteria) 

Energy efficiency means: “The ratio of output energy to 
input energy during an identified period.” (GLOSSARY) 

Equal treatment 
(S-T-E-Fi criteria) 

Equal treatment means: “Prohibition of any difference in 
treatment that lacks an objective and reasonable justifi-
cation art. 14 ECHR and art. 21 Charter of Fundamental 
Rights of the European Union.” (GLOSSARY) 

(S-T-E-Fi) evaluation criteria (S-T-E-Fi) evaluation criteria means: “criteria to evalu-
ate security products, systems, services from security, 
trust, efficiency, freedoms and human rights perspective 
based on the S-T-E-Fi approach of CRISP.” (GLOSSA-
RY) 

Evaluation criteria questionnaire  “The evaluation criteria questionnaire is the main tool 
within the assessment stage of the evaluation phase of 
the CRISP methodology. The evaluation criteria ques-
tionnaire aims towards acquiring information on a spe-
cific use case of a security PSS and helps to identify 
interrelations and uncover potential conflicts within or 
between S-T-E-Fi criteria – and hence between different 
stakeholders and social groups. The evaluation criteria 
questionnaire is derived from the four level structure 
introduced as S-T-E-Fi approach on the highest aggrega-
tion level, and thus consist of the four dimensions – se-
curity; trust; efficiency; and freedom infringement.” 
(GLOSSARY) 

Fair distribution of security 
(S-T-E-Fi criteria) 

Fair distribution of security means: “equal protection of 
individuals in terms of security.” (GLOSSARY) 

Freedom infringement S-T-E-Fi dimension 

Function Creep 
(S-T-E-Fi criteria) 

Function creep means: “the  gradual  widening  of  the  
use  of  a  technology  or  system  beyond  the purpose 
for which it was originally intended, especially when 
this leads to potential invasion of privacy.” (GLOSSARY) 

IAF International Accreditation Forum  

IEC International Electrotechnical Commission 

ILAC International Laboratory Accreditation Cooperation  

Information provider  Consulted third party, either for the configuration or the 
assessment stage during CRISP’s evaluation phase. 
“The information provider is one of the three actors 
within the evaluation phase of the CRISP methodology. 
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The information provider has the task to mainly consult 
the project leader and is familiar with the security PSS in 
case configuration questions cannot be answered. In the 
assessment stage, the information provider can be con-
sulted by the project participants [S-T-E-Fi experts] in 
case evaluation criteria questions cannot be answered.” 
(GLOSSARY) 

Interoperability 
(S-T-E-Fi criteria) 

Interoperability means: “ability of systems to provide 
services to and accept services from other systems and to 
use the services so exchanged to enable them to operate 
effectively together.” (GLOSSARY) 

IP-RS Information Commissioner of the Republic of Slovenia; 
CRISP consortium partner. 

ISO International Organization for Standardization 

Lifecycle cost 
(S-T-E-Fi criteria) 

Lifecycle cost means: “costs arising from owning, oper-
ating, maintaining, and disposing of a security PSS.” 
(GLOSSARY) 

NEN Netherlands Standardization Institute; CRISP consorti-
um partner. 

Non-conformities “Non-conformity, as opposed to conformity is the ‘non-
fulfilment of a requirement’.” (GLOSSARY) 

Non-discrimination 
(S-T-E-Fi criteria) 

Non-discrimination means: “Avoidance of differential 
treatment based on the protected grounds of sex, race, 
colour, ethnic or social origin, genetic features, lan-
guage, religion or belief, political or any other opinion, 
membership of a national minority, property, birth, disa-
bility, age or sexual orientation.” (GLOSSARY) 

Observability 
(S-T-E-Fi criteria) 

Observability means: “capability of being or liable to be 
observed; noticeable; visible; discernible.” (GLOSSARY) 

Perception 
(S-T-E-Fi criteria) 

Perception means: “a belief or opinion, often held by 
many people and based on how things seem.” (GLOSSA-
RY) 

Performance 
(S-T-E-Fi criteria) 

Performance means: “Measurable result. It relates either 
to qualitative or quantitative findings. Performance can 
relate to the management of activities, processes, prod-
ucts (including services), systems or organizations.” 
(GLOSSARY) 

Performative functions “Performative functions finally are carried out (security) 
actions, with a clearly defined and targeted result, mak-
ing use of one or both of the previous functions. For 
example in a security related setting, it is not possible to 
detain a person, if that person has not been identified on 
basis of available information and has not been located 
before. Performative functions are ‘authorise’, ‘create 
situational awareness’, ‘prevent/protect’, ‘detain’ and 
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‘control.’” (GLOSSARY) 

Personal data 
(S-T-E-Fi criteria) 

Personal data means: “Any information relating to an 
identified or identifiable natural person 'data subject'; an 
identifiable person is one who can be identified, directly 
or indirectly, in particular by reference to an identifier 
such as a name, an identification number, location data, 
online identifier or to one or more factors specific to the 
physical, physiological, genetic, mental, economic, cul-
tural or social identity of that person.” (GLOSSARY) 

Physiological invasiveness 
(S-T-E-Fi criteria) 

Physiological invasiveness means: “intrusion to the 
physical sphere of the scrutinised, involving touching or 
the introduction of instruments or other objects into the 
body or body cavities.” (GLOSSARY) 

Presumption of innocence 
(S-T-E-Fi criteria) 

Presumption of innocence means: “the right to be free 
from legal wrong unless proven guilty.” (GLOSSARY) 

Primitive functions  
(S-T-E-Fi criteria) 

“Primitive functions are the basic functions of security 
PSS and are essential for the further performance of 
other functions. They consist of information collection, 
storage and management, resulting in databases or other 
information storages. Locating and tracking can also be 
classified as a primitive functions, due to the necessity 
of location and tracking results for the threat assessment, 
protection of different application areas, or the detention 
of persons.” (GLOSSARY) 

Privacy  
(S-T-E-Fi criteria) 
 

Privacy means: “Roger Clarke defines privacy as ‘the 
interest that individuals have in sustaining a 'personal 
space', free from interference by other people and organ-
isations’3 and identifies five dimensions of privacy: pri-
vacy of the person; privacy of personal behaviour; pri-
vacy of personal communications; privacy of personal 
data; privacy of personal experience.4 In terms of a more 
legal definition, the European Charta for Human Rights, 
Art. 8 defines privacy as ‘the right to respect for one’s 
private and family life, his/her home and his/her corre-
spondence.’” (GLOSSARY) 

Project leader Client being part of the CRISP evaluation phase.  
“The project leader is one of the three actors within the 
evaluation phase of the CRISP methodology. The pro-
ject leader is the main actor during the configuration 
stage of the evaluation phase and creates the scenario for 
the security PSS in question. The project leader also 
participates in the assessment stage.” (GLOSSARY) 

                                                 
3  Clarke, Roger, “Introduction to Dataveillance and Information Privacy, and Definitions of Terms”. 

2013. http://www.rogerclarke.com/DV/Intro.html.  
4  Ibid. 
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Project participants  S-T-E-Fi experts assessing a security system during 
CRISP’s evaluation phase. 
“The project participant is one of the three actors within 
the evaluation phase of the CRISP methodology. The 
project participant mainly contributes to the assessment 
stage and should answer the questions of the evaluation 
criteria questionnaire.” (GLOSSARY) 

PSS Product – System – Service 

R1|R2|R3: Output from one evaluation activity, each of which 
works as the input for the following activity. 

Reliability 
(S-T-E-Fi criteria) 

Reliability means: “the quality or ability of being able to 
be trusted to do or provide what is needed/ able to be 
believed: likely to be true or correct.” (GLOSSARY) 

Risk 
(S-T-E-Fi criteria) 

Risk means: “the likelihood, combined with the effect, 
of loss, damage or harm.” (GLOSSARY) 

Risk level 
(S-T-E-Fi criteria) 

Risk level means: “magnitude of a risk expressed in 
terms of the combination of consequences and their like-
lihood.” (Glossary) 

Risk management 
(S-T-E-Fi criteria) 

“The process, distinct from risk assessment, of weighing 
policy alternatives in consultation with interested par-
ties, considering risk assessment and other legitimate 
factors, and selecting appropriate prevention and control 
options.” (GLOSSARY) 

Robustness 
(S-T-E-Fi criteria) 

“Ability to detect, handle abnormal situations and con-
tinue to operate.” (GLOSSARY) 

RPAS Remotely Piloted Aerial Systems 

Safety 
(S-T-E-Fi criteria) 

“Safety is the condition (perceived or confirmed) of an 
individual, a community, an organisation, a societal 
institution, a state, and their assets (such as goods, infra-
structure), to be protected against dangers or threats 
resulting from unintended natural and/or man-made 
hazards or accidents.” (GLOSSARY) 

Security S-T-E-Fi dimension 

Security of the citizens  Security of the citizens means: “including counter terror-
ism, crime prevention and organised crime, and public 
order as necessary subareas. In general it covers all pos-
sible threat aiming at European citizens, in public and 
semi-public spaces as well as in private spaces, as a re-
sult of an intended/deliberate attack or a natural hazard, 
by trying to create a peaceful environment, including the 
prevention of radicalisation.” (GLOSSARY) 

Seal Seal = mark: “A mark – or certification mark – indicates 
on a product, system or services, that it has been certi-
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fied according to existing standards or manufactured 
according to specific, high standards. The most promi-
nent mark in the European context is the CE-marking.” 
(GLOSSARY) as used in the CRISP context. 

Scheme owner Person or organisation responsible for developing and 
maintaining a specific certification scheme (ISO 
17067:2013, 3.3) 

S-T-E-Fi (methodology/approach) Security – Trust – Efficiency – Freedom infringement  
“The S-T-E-Fi approach or S-T-E-Fi methodology re-
quires within a security technology assessment that a 
security technology or action shall be secure, trustwor-
thy, efficient and respect freedoms and human rights. 
These are also the basic dimensions of S-T-E-Fi: Securi-
ty, Trust, Efficiency and Freedom infringement. For 
CRISP, the S-T-E-Fi approach has been adapted and 
consists of these four dimensions from which each a set 
of criteria relevant for the specific dimension break 
down. Each criteria than can again be broken down into 
attributes and relevant questions – creating a three layer 
methodology.” (GLOSSARY) 

S-T-E-Fi assessment S-T-E-Fi evaluation 

S-T-E-Fi evaluation Assessment of a security system based on the S-T-E-Fi 
approach. 

S-T-E-Fi experts Project participants assessing a security system during 
CRISP’s evaluation phase who need to have specific 
expertise on at least one of the four S-T-E-Fi dimen-
sions.  

S-T-E-Fi auditors Auditors responsible for assessment and review in 
CRISP’s certification phase who need to have specific 
expertise on at least one of the four S-T-E-Fi dimen-
sions.  

TC Technical Committee 

Technology Readiness Level “TRL is a method of estimating the maturity level of a 
particular technology and is based on a scale from 0 to 
9, 9 being the most mature technology. TRL 0: unprov-
en concept, no testing has been performed; TRL 1: prin-
ciples postulated and observed but no experimental 
proof available; TRL 2: technological concept and ap-
plication have been formulated; TRL 3: first laboratory 
tests completed; proof of concept; TRL 4: small scale 
prototype built in a laboratory environment; TRL 5: 
large scale prototype tested in intended environment; 
TRL 6: prototype system tested in intended environment 
close to expected performance; TRL 7: demonstration 
system operating in operational environment at pre-
commercial scale; TRL 8:  first of a kind commercial 
system (manufacturing issues solved); TRL 9:  Full 
commercial application, technology available for con-
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sumers.” (Glossary) 

Technical specifications “A technical specification is another normative docu-
ment used for conformity assessment beside standards. 
The main differences in regard to standards are that 
technical specifications upon development don’t need 
public consultation but can be approved by the develop-
ing committee and are usually established for specifica-
tions in evolving technologies and experimental mar-
kets.” (GLOSSARY) 

TRI Trilateral Research & Consulting; CRISP consortium 
partner. 

TRL Technology Readiness Level.  

Transparency 
(S-T-E-Fi criteria) 

Transparency means: “the quality of being clear, open 
and frank.” (GLOSSARY) 

Trust S-T-E-Fi dimension 

TUB-CTS Technische Universität Berlin – Center for Technology 
and Society; CRISP consortium partner. 

TUB-INNO Technische Universität Berlin – Chair for Innovation 
Economics; CRISP consortium partner. 

UJI University Jaume I of Castellón; CRISP consortium 
partner. 

Usability 
(S-T-E-Fi criteria) 

Usability means: “The  effectiveness,  efficiency  and  
satisfaction  with  which  specified  users achieve  speci-
fied  goals  in  particular environments.” (GLOSSARY) 

Utilisation 
(S-T-E-Fi criteria) 

Utilisation means: “the act of making use of something“ 
(GLOSSARY) 

VICESSE Vienna Centre for Societal Security; CRISP consortium 
partner. 

VUB Vrije Universiteit Brussel; CRISP consortium partner. 

WP Work Package 

WP 1 Work Package of the CRISP project on ‘Categorising 
Security Equipment, Systems and Services’ 

WP 2 Work Package of the CRISP project on ‘Review of 
Standards, Certification and Accreditation for Security 
Products, Systems and Services’ 

WP 3 Work Package of the CRISP project on ‘Security Certi-
fication Stakeholder Analysis’ 

WP 4 Work Package of the CRISP project on ‘The S-T-E-Fi 
Approach: Analysis of Core Dimensions – Security, 
Trust, Efficiency, Freedom Infringement’ 
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WP 5 Work Package of the CRISP project on the ‘Validated 
Certification Methodology’ 

WP 6 Work Package of the CRISP project on ‘Developing a 
Roadmap’ 

WP 7 Work Package of the CRISP project on ‘Enhancing Con-
fidence in the New Certification Measures‘  
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EXECUTIVE SUMMARY  

The EU FP7 funded project “CRISP” (Evaluation and Certification Schemes for Security 
Products; Grant Agreement No: 607941) is a three-year project (April 2014 until March 
2017) which aims to develop the basis for a holistic, pan-European certification scheme that 
will assist in harmonising the European security market and creating a more levelled playing 
field for manufacturers of security systems. The CRISP approach focuses on promoting con-
formity with robust European standards and specific requirements on security. The first two 
years of CRISP included in-depth research, analytical and stakeholder consultation efforts 
and led to the development of the CRISP methodology. The CRISP methodology is a two-
part evaluation and certification procedure upon which the proposed CRISP certification 
scheme is founded: First, an evaluation comprising two main stages (configuration and S-T-
E-Fi assessment), and second, certification as third-party attestation related to products, pro-
cesses, systems or persons, consisting of three stages (audit, attestation and surveillance). 

This report belongs to CRISP’s Work Package 6 (WP 6), ‘Developing a roadmap. The objec-
tives of this WP are stated as follows: “To develop and validate a clear roadmap for the pro-
posed certification scheme and to develop and refine the certification manual”5. The valida-
tion activity was carried out in Delft (the Netherlands) as a half-day workshop on 12 May 
2016, inviting stakeholders from certification and accreditation bodies, during which the top-
ics of the developed first draft of the Certification Manual were presented and discussed. Fur-
thermore, CRISP’s Advisory Board Members6 were consulted as well during a web-meeting 
on 10 June 2016. In the following, the recommendations and comments from the workshop 
participants and the Advisory Board Members were used by the CRISP consortium for the 
finalisation of the Certification Manual. The outcomes are presented in this deliverable. 

As described above, WP 6 concentrates on two documents: a Roadmap (DEL 6.1) and a Cer-
tification Manual (DEL 6.2). The Roadmap (DEL 6.1) is a strategic plan that describes how 
the future CRISP organisation takes CRISP-related actions to achieve stated outcomes and 
goals. The focus of this WP 6 report is on the Certification Manual (DEL 6.2), which pro-
vides basic information directed to the CRISP organisation, the future owner of the CRISP 
certification scheme, for being able to complement the CRISP certification scheme based on 
the S-T-E-Fi approach. All parties involved can benefit from reading and using the Certifica-
tion Manual by finding information on (basic) requirements for evaluation and certification in 
the context of a concrete system category (for the time being, installed video surveillance 
systems as explained in CHAPTER 1) as well as clarifications on roles and responsibilities of 
all parties involved in the CRISP context. The Certification Manual does not include guide-
lines on CRISP-related accreditation.  

                                                 
5  Description of Work (DoW) of the CRISP project, p. 17. 
6  The Advisory Board of the CRISP project is a group of important security and certification stake-

holders. Currently, there are seven experts on the CRISP Advisory Board representing materials 
research testing and certification, testing and evaluation of security products, aviation security, and 
security manufacturers. 
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In more detail, the Certification Manual is structured as follows: 

Chapter 1 shortly introduces the CRISP project and the CRISP approach, presents the scope 
of the proposed certification scheme (which is on installed video surveillance security sys-
tems in the application area of Alarm Systems), and the parties involved in the evaluation and 
certification process.  

Chapter 2 pictures the overall evaluation and certification methodology based on the results 
of previous project work and describes the assessment of a security system. It includes gen-
eral and specific information for CRISP certification by describing the resources required for 
the operation of the proposed certification scheme, dealing with non-conformities and rec-
ommendations regarding timeframes of the procedure and the validity of a CRISP certificate. 

Chapter 3 presents further considerations on the relation of the two parts of the methodolo-
gy, evaluation criteria and requirements on certification. It also lists existing standards and 
legislation which are identified as relevant for CRISP’s scope and which are therefore re-
quired as basics and/or required conditions for evaluation and certification in the CRISP con-
text. 

Chapter 4 presents an outlook into upcoming project work activities of CRISP’s Work Pack-
age 7 on ‘Enhancing confidence in the new certification measures‘ and concludes with cru-
cial factors for the future CRISP scheme to be considered by the future scheme owner.  

Reference to the design of the manual: underlined terms are itemised in the “List of selected 
abbreviations and glossary terms” for further explanation. For the sake of readability, terms 
are underlined only once when introduced. Underlining does not apply for common abbrevia-
tions. Bold text serves the purpose of emphasising the relevance of the respective term or 
sentence. 
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1 INTRODUCTION 

CRISP aims to offer an innovative approach for the certification of security systems by integrat-
ing different assessment dimensions in one approach. On this account, a framework for the de-
velopment of a pan-European certification scheme needs to be set to ensure that all parties in-
volved have the same guidance on how to interact with each other. The CRISP methodology in-
tegrates the Security, Trust, Efficiency and Freedom infringement (S-T-E-Fi) dimensions in its 
evaluation and certification phase. This is a highly innovative approach, as certification to date 
has primarily focused on the assessment of technical requirements for security systems. This 
novel approach to the inclusion of social and legal aspects in evaluation and certification will 
first be piloted for video surveillance systems, to test and refine the approach. After the pilot 
phase, it is foreseen that the future CRISP scheme can be extended to include other types of secu-
rity systems, products and services. 

 

The Certification Manual is directed towards the future CRISP organisation. The CRISP or-
ganisation is defined in CRISP’s Roadmap (DEL 6.17) as the future scheme owner and can 
either be an existing organisation, a new organisation or several parties working together. 
However, neither it is intended that the CRISP organisation will be the current CRISP project 
consortium nor that the CRISP organisation offers CRISP certification by itself.8 The CRISP 
organisation will be responsible for the completion of the CRISP certification scheme and 
further specifications of the certification and evaluation phase, the formation of an advisory 
board related to CRISP certification, the interactions with different stakeholder groups and 
after the start-up stage, the consolidation of the scheme’s market position and its further de-
velopment.9  

For this reason, the Certification Manual will present the information needed to complete the 
certification scheme once the CRISP project has ended. 

 

 

 

 

 

                                                 
7  Wurster, Simone, Jelena Burnik, Andrej Tomšič, Nathalie Hirschmann, Shirin Golyardi, Dick Hor-

tensius, Ying Ying Lau, Kush Wadhwa, Thordis Sveinsdottir, Roger von Laufenberg, Reinhard 
Kreissl, Irene Kamara, Paul de Hert, Cristina Pauner, Jorge Viguri and Rosario García, “Final 
Roadmap and Implementation Plan”, DEL 6.1, CRISP Project, June 2016. 

8  Wurster, et al., op cit., June 2016, p. 21-22; Golyardi, Shirin, Dick Hortensius, Ying Ying Lau, 
Jelena Burnik, Cristina Pauner, Jorge Viguri, Irene Kamara, Nathalie Hirschmann, Sophie 
Wohlgemuth, Simone Wurster, Roger von Laufenberg & Thordis Sveinsdottir, “Interim exploita-
tion plan”, DEL 7.3, CRISP Project, June 2016, p. 10. 

9  For more information see Wurster, et al., op. cit., June 2016, p. 34.  
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SCOPE OF CRISP CERTIFICATION 

CRISP certification is aimed at installed video surveillance systems.10 In accordance with 
ISO 22311:2012, surveillance systems are defined as comprising “of cameras, recorders, in-
terconnections and displays that are used to monitor activities in a store, a company or more 
generally a specific infrastructure and/or a public place” (definition for CCTV system)11. 
Certification at the present time is only applicable to installed and operational systems. How-
ever, there is also added value of CRISP’s evaluation phase for clients before the instalment 
of such systems; this is to assess potential difficulties before the installation of the system and 
causing costs related to that. In terms of “S-T-E-Fi by design”12, the CRISP process would 
start with the moment of the planning phase of the security system13. The evaluation part of 
CRISP would assess the setting and configuration of the system based on the criteria and 
functions – e.g. is the system needed in this way, does it fulfil security functions which are 
really needed, is it efficient, is it cost-worthy, does it respect fundamental rights and freedoms 
etc. Certification of these ‘pre-evaluated’ systems can take place after their installation. 
CRISP might be further developed in the future in order to also cover formal certification of 
personnel or operational processes. Application of certified devices or components as part of 
the installed system is, for the time being, not a requirement for CRISP certification. Howev-
er, certificates of devices or components granted according to existing and EU-wide accepted 
certification schemes will be taken into account during the CRISP certification process. Con-
sequently, the validity and basis of certificates that will be acknowledged by certification 
bodies certifying according to CRISP need to be assessed as part of the certification process. 

CRISP approach 

The CRISP approach is participatory, systematic, and iterative by nature, enabling the deter-
mination, selection, and assessment of a security system according to the four S-T-E-Fi di-
mensions.14 S-T-E-Fi is an approach that stands for Security, Trust, Efficiency, and Freedom 
infringement and aims at systematising different assessment dimensions in order to increase 
the level of inter-subjectivity during an assessment process. The four S-T-E-Fi dimensions 

                                                 
10  This scope has been decided on by the CRISP project consortium in May 2016. Surveillance sys-

tems belong to the area of alarm systems from CLC/TC 79 “Alarm systems”. Besides surveillance 
systems this CLC/TC 79 group also addresses intruder and hold-up alarm systems, access control 
systems, periphery protection systems, combined alarm-fire systems, social alarm systems, CCTV 
systems, and other monitoring systems. These systems are currently not in the scope of the pro-
posed CRISP certification scheme, but might be included at a later time.  

11  ISO 22311:2012 Societal security – Video surveillance -- Export interoperability. 
12  Hempel, Leon, Nathalie Hirschmann, Tatsiana Haponava, Roger von Laufenberg, Simone Wurst-

er, Thordis Sveinsdottir, Paul de Hert, and Irene Kamara with contributions from Cristina Pauner, 
Jorge Viguri, Artemi Rallo, Rosario García, Jelena Burnik and Andrej Tomšič, “Validated CRISP 
Methodology”, DEL 5.1, CRISP Project, 30 October 2015, p. 61. 

13  See here Technology Readiness Level as surveyed during CRISP evaluation phase.  
14  Hempel, et al., op. cit., October 2015, p. 61. 
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have a systematising function, as they allow for structuring the field of a diverse stakeholder 
community on a first level by assembling the differences between related aspects or criteria, 
notions or concepts as they occur in the field.15  

„These dimensions may provide some systematisation of a socio-technical security 
regime, but they are no separated boxes. On the contrary, they mutually overlap. 
Above all, it is true that they involve different, often contesting perspectives and 
activities. However, instead of defining them in very abstract terms, the respective 
systematisation approach here is different, not distinctive by definition but by re-
semblance. […] their conceptual indeterminacy shall allow the widest range of in-
volvement possible to discuss assessment criteria and attributes, as well as their 
mutual relationships.”16  

This means that each stakeholder (group) can typically be allocated to at least one of the four 
dimensions. The allocation of stakeholders presented in FIGURE 1 is derived from findings of 
the SIAM project.17 The CRISP approach applies them in the new context of certification. 

 
Figure 1: CRISP’s core dimensions and typical stakeholder classification 

Source: Hempel, et al., op cit., October 2015, p. 28. According to Hempel, et al., op. cit., 2013; SIAM project.  
 

 

                                                 
15  Hempel, et al., op. cit., October 2015, p. 28. 
16  Hempel, Leon, Hans Lammerant, Lars Ostermeier, Tobias Schaaf, Christian Geminn, “SIAM 

Methodology Handbook”, DEL 12.2 SIAM Project, no date, pp. 5-6. 
17  EU FP7 funded project “Security Impact Assessment Measures” (SIAM), February 2011 until 

March 2014; see project website: www.siam-project.eu. Hempel, Leon, Lars Ostermeier, Tobias 
Schaaf and Dagny Vedder, “Towards a social impact assessment of security technologies: A bot-
tom-up approach”, Science and Public: Policy, Vol. 40, 2013, pp. 740-754. 
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The CRISP methodology for assessing security systems consists of two phases: evaluation 
and certification (see FIGURE 2):18 

FIRST PHASE 

 

SECOND PHASE 

EVALUATION 
(configuration and S-T-E-Fi assess-

ment19) 

CERTIFICATION 

(audit and inspection, attestation and surveil-
lance) 

 

 
Figure 2: The modified, current CRISP methodology. 
Source: Hempel, et al., op. cit., February 2016, p. 56. Update in April 2016. 

 

The CRISP methodology will serve as the foundation of the future CRISP certification 
scheme, which will, upon the completion of the CRISP project, be further developed by the 
CRISP organisation. The CRISP scheme will not redefine any technical requirements that are 
already in place (e.g. in European standards). The S-T-E-Fi approach goes beyond the as-
sessment/evaluation of technical arrangements and interconnections of individual compo-
nents or devices in the system by also addressing aspects of system processing and personnel 
using the system on a daily basis to a certain extent. The future CRISP scheme will contribute 
to the protection of fundamental rights and promote compliance with relevant EU laws with a 
particular focus on the General Data Protection Regulation (GDPR) 679/2016. The im-
portance of aiming towards compliance of the CRISP scheme with relevant data protection 
rules has been recognised and hence in this deliverable, data protection aspects relating to 
experts that are foreseen to be conducting assessments have been explored in greater detail. 
An overview of relevant privacy and data protection aspects related to experts is represented 
in APPENDIX 2 and APPENDIX 3 in this report. 

                                                 
18  Hempel, et al., op. cit., October 2015; Hempel, Leon, Nathalie Hirschmann, and Tatsiana Hapo-

nava with contributions from Roger von Laufenberg, Simone Wurster, Kush Wadhwa, Thordis 
Sveinsdottir, Paul de Hert, Irene Kamara, Cristina Pauner, Jorge Viguri, Rosario García and Jelena 
Burnik, “Report on the scenario-based workshops and the refinement of the CRISP Methodology”, 
DEL 5.2, CRISP Project, February 2016. 

19  S-T-E-Fi assessment is not conformity assessment.  
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2 PARTIES INVOLVED IN CRISP EVALUATION AND CERTIFICATION   

Considering the given focus on video surveillance systems, this chapter presents the overall 
evaluation and certification methodology and the roles and responsibilities of the parties in-
volved in evaluation and certification. In this context, CHAPTER 2.1 describes the assessment of a 
security system which precedes the certification as presented in CHAPTER 2.2. 

 
Different parties are involved in the CRISP evaluation and certification procedure which per-
form different functions and responsibilities during CRISP evaluation and certification as 
they reflect certain interests and responsibilities:20 

1. The client21: any organisation that is (planning for) operating a video surveillance system 
and is applying for a CRISP certificate. The client shall provide to the evaluation and cer-
tification bodies (personnel and their experts) all relevant documentation and (technical 
support) information relevant to the system. The client shall permit experts of the evalua-
tion body to access the relevant areas of the site in which the security system operates. 
The client must be capable of providing the security system objectives as well as general 
and specific information. In this context, the client will also be addressed with assessment 
questions in those cases where the client has developed the security system and hence has 
all relevant information about a given system (client as project leader). In case the client 
cannot provide all relevant information, the client must consult third parties (information 
provider) during the evaluation phase.22 

2. The certification body which offers certification according to CRISP (S-T-E-Fi auditing). 
Since the CRISP approach consists of different assessment dimensions, it is recommend-
ed to compile a pool of auditors responsible for review and attestation who have specific 
expertise on at least one of the four S-T-E-Fi dimensions (S-T-E-Fi auditors). The S-T-E-
Fi auditors are involved in the certification phase. 

3. The evaluation body which offers evaluation according to CRISP (S-T-E-Fi assessment) 
and is contracted by a certification body to conduct CRISP assessment of an installed vid-
eo surveillance system (or “S-T-E-Fi by design” assessment). Since the S-T-E-Fi ap-
proach is the basis for the CRISP methodology, S-T-E-Fi experts are needed for the as-
sessment of a security system. The evaluation body shall involve external, independent 
and impartial S-T-E-Fi experts who have sufficient (technical) knowledge of the system 
to be assessed as well as sufficient expertise on at least one of the S-T-E-Fi dimensions. 
S-T-E-Fi experts are involved in the evaluation phase and act as (subcontracted) project 
participants/personnel of an authorised evaluation body. 

                                                 
20  Hempel, et al., op. cit., October 2015, pp. 50-51. 
21  According to ISO/IEC 17007:2009: also described as ‘first party’.  
22  Information provider might be experts either from the clients own company or third parties, who 

are familiar with the video surveillance system which shall be assessed for being able to proceed in 
case configuration questions cannot be answered properly Hempel, et al., op. cit., October 2015, p. 
45. 
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FIGURE 3 describes the CRISP evaluation and certification process and the parties involved23. 

 
Figure 3: CRISP evaluation and certification and parties involved - overall picture 
Source: @Wohlgemuth, July 2016.  

 
As introduced, the CRISP methodology is based on the S-T-E-Fi approach that involves dif-
ferent categories of experts to assess the system as part of the evaluation and certification 
process. S-T-E-Fi experts, who are personnel of the evaluation body and S-T-E-Fi auditors, 
who in turn are personnel of the certification body, must therefore meet specific competence 
requirements. For the security dimension, the area of expertise is related to the CRISP 
scheme scope as introduced in CHAPTER 1. Therefore, experts (evaluation phase) and auditors 
(certification phase) must have knowledge and experience in one or more of the S-T-E-Fi 
dimensions and additionally, auditors must have knowledge and experiences in the technical 
area of the scope (in general).  

As an initial overview of which expert during CRISP evaluation matches best with each S-T-
E-Fi dimension, the following suggestions are made (see also TABLE 1, which illustrates the 
intended allocation of external stakeholders to S-T-E-Fi dimensions): 

a) For the evaluation of the Security dimension, technical experts on video surveillance sys-
tems are most competent, without prejudice to the possibility of adding other experts. 

                                                 
23  This procedure as stated in FIGURE 3 with its chronological sequences and responsibilities was 

validated by the external workshop participants in May 2016. 
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b) In relation to the Trust dimension, end users and consumer associations that represent the 
wider audience and the acceptability of the security system are competent evaluators in 
this respect. Since CRISP has a European outreach, the involvement of experts of Euro-
pean consumer associations is desirable, such as BEUC and ANEC. In addition, consum-
er associations operating at national level should also be included in evaluation, as they 
represent the local consumer voice, which is an element that should not be disregarded.  

c) In relation to the Efficiency dimension, specialists for video surveillance systems, experts 
with an economics background and other manufacturers who have a great mastery of the 
system or additional technical knowledge (for example being able to answer questions on 
malfunctions, etc.) are most suitable to evaluate the efficiency of the security system, 
again without prejudice to the possibility of adding other experts. 

d) Last but not least, the Freedom infringement dimension includes evaluation of legal and 
ethical requirements, mainly based on the primary and secondary European law. In this 
respect, human rights experts, data protection lawyers or law professors are the competent 
experts for the evaluation of this dimension (without prejudice to the possibility of adding 
other experts). 

Table 1: Stakeholder groups and intended allocation to S-T-E-Fi dimensions  
Stakeholder group S T E Fi 
Security manager     
Employee/facility personnel     
Facility managers     
Privacy advocate     
Police     
Politician     
Data protection expert     
Manufacturer     
Service provider     
Supplier     
Local authority end-user     
Emergency organisations end-user     
Transport operator end-user     
Law enforcement authority end-user     
Retail organisation end-user     
Health organisation end-user     
Educational organisation end-user     
NGO     
Academics (depending on the academic discipline)     
Individuals     

Source: Hempel, et al., op cit., October 2015, p. 49. Note: user groups in dependence on CRISP’s WP 3 results 
(Sveinsdottir, Thordis, Rachel Finn, Kush Wadhwa, Rowena Rodrigues, Jolien van Zetten, Simone Wurster, 
Patrick Murphy, Nathalie Hirschmann, Artemi Rallo, Rosario García, Cristina Pauner, Jorge Viguri, Eva Kalan, 
Igor Kolar, “Stakeholder Analysis Report”, DEL 3.1 CRISP Project, 28. February 2015, pp. 19-34). No exhaus-
tive list. 
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2.1 THE EVALUATION PROCESS 

The following description of the evaluation and certification process and the involved parties 
is addressed to installed video surveillance systems for the sake of simplicity.  

As pictured in FIGURE 3 (PAGE 23), an interested person needs to apply for CRISP certifica-
tion at a certification body who is authorised by the future CRISP organisation (for the rela-
tionship between certification body and scheme owner see CHAPTER 2.3.2). Once the client 
has applied for evaluation and certification, they will be delivered with a list of the stakehold-
ers involved in the certification and evaluation processes. The client will be asked for cooper-
ation with stakeholders involved in the certification and evaluation processes. The client shall 
provide the certification and evaluation body with all required information for the assessment 
of the system to be certified. In this context, the client must be capable of providing the sys-
tem’s objectives as well as general and specific information. If this is not the case, the client 
should be able to consult experts (information provider), either from its own company or 
third parties, who are familiar with the system (see actor role functions in TABLE 2, PAGE 
29).24 Apart from the general requirements detailed above, the client shall adhere to the 
conditions that guarantee a fair, transparent and efficient procedure.  

The first part of CRISP’s methodology involves two stages which cover the first two func-
tions of certification as defined by ISO/IEC 17067:2013: configuration and S-T-E-Fi assess-
ment (see FIGURE 4).25 Both stages demand stakeholder involvement as reflected by the dif-
ferent roles of actors who have been already introduced: the client as ‘project leader’, S-T-E-
Fi experts as ‘project participants’, and/or ‘information provider’. Their intended roles and 
responsibilities during the configuration and/or assessment stage are described in TABLE 2 
(PAGE 29). 

                                                 
24  Hempel, et al., op. cit., October 2015, p. 45. 
25  Hempel, et al., op. cit., October 2015, pp. 43-52. 
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Figure 4: Proposed configuration and assessment stages during the evaluation part 
Source: Hempel, et al., op. cit., October 2015, p. 43.  

 The analysis conducted: configuration and assessment 2.1.1

General information on the security system shall be provided by the client (as ‘project lead-
er’) in the first stage of configuration. This includes the following configuration aspects26: 

• Specification of the security application area such as ‘border security’, ‘security of the 
citizens’, ‘critical infrastructure’, ‘crisis management’, and ‘IT-security’.   

• Specification of the functionalities of a security system (primitive functions, connec-
tive functions, performative functions27) by asking questions such as What is / are the 
intended result(s) of the security system? How does the security system reach this result? 
Which functions are needed for the performance of the security system? Can there be any 
unintended results of a security PSS and what function could be the reason of this?28 

• Specification of the Technology Readiness Level.29  

• Basic information on application scenario(s) which allows to identify scenario bound-
aries of a security system: for example objective(s), content and context, retention pe-

                                                 
26  Hempel, et al., op. cit., October 2015, pp. 44-45. 
27  These functionalities were introduced in CRISP’s report DEL 1.1; see Fritz, et al., op. cit., 2016. 
28  Related to questions as stated in Fritz, et al., op. cit., 2016, p. 9. 
29  TRL 9 (and restricted TRL 8) both seem to be eligible for certification. Pre-evaluation of systems 

design might be possible starting from TRL 4.  
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riod/duration, space needed for operating the system, stakeholders involved, a narra-
tive of the process, scenario extension by indicating best and worst case examples, 
document supply for explanation (to be accessible by an auditor in the certification 
part). 

• Indication of technology specifications and/ or technical specifications of a security 
system.  

The configuration results in a first output (R1), a summary of all the information required 
above, functioning as input for the assessment stage and as an information source for the S-T-
E-Fi experts when they are invited to the assessment of the security system later on. Commis-
sioned and authorised evaluation bodies and, later on in the process, certification bodies need 
to verify if all relevant S-T-E-Fi experts are consulted during the security system’s assess-
ment. The assessment stage follows the configuration stage and differs from traditional con-
formity assessment in various respects. During this stage, a security system is evaluated by 
using an assessment questionnaire (evaluation criteria questionnaire) taking into account the 
four S-T-E-Fi dimensions.30  

Each S-T-E-Fi dimension involves a multitude of S-T-E-Fi evaluation criteria and associated 
attributes addressing organisational, economic, technological, legal, societal, trust- and secu-
rity-related issues.31 The evaluation criteria questionnaire incorporates evaluation criteria and 
attributes by introducing each attribute first by a question with the simple choice of a yes and 
no answer and, if applicable, followed by a qualitative answer type question, allowing for 
more detailed information with regard to the security system to be assessed. This aims to ad-
dress the issue of subjectivity of the client (as ‘project leader’) and S-T-E-Fi experts as asses-
sors for a security system. Adding space for an additional answer to all associated attribute 
questions allows to justify the respective decision and to explain why a particular answer was 
given.32 As a consequence, the evaluation criteria questionnaire consists of four parts: part 
one on security criteria-attributes-questions; part two on trust criteria-attributes-questions; 
part three on efficiency criteria-attributes-questions; part four on freedom infringement crite-
ria-attributes-questions.  

“The evaluation criteria questionnaire not only aims towards acquiring infor-
mation on a specific use case of a security PSS. It also helps to identify interrela-
tions and uncover potential conflicts within or between S-T-E-Fi criteria – and 
hence between different stakeholders and social groups.”33 

                                                 
30  Hempel, et al., op. cit., October 2015, pp. 44-48. The CRISP approach provides that criteria ques-

tions (as presented in a shortened version in APPENDIX 1), shall be translated into a questionnaire 
format to be filled in by the client and S-T-E-Fi experts.  

31  Hempel, et al., op. cit., October 2015, p. 46. 
32  Hempel, et al., op. cit., February 2016, p. 34. 
33  Hempel, et al., op. cit., October 2015, p. 46. 
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The identification and the collection of evaluation criteria, attributes and assessment ques-
tions relevant for the CRISP approach including all four dimensions started in CRISP’s WP 4 
and were published in CRISP’s report on “S-T-E-Fi based SWOT analysis of existing 
schemes” (DEL 4.334).35 Upcoming CRISP activities (see CHAPTER 4) will further update, 
adapt and operationalize the S-T-E-Fi evaluation criteria as a basis for the completion of the 
future CRISP certification scheme. However, for the sake of clarity and completeness regard-
ing the evaluation and certification process, APPENDIX 1 presents a simplified and short ver-
sion of S-T-E-Fi evaluation criteria, attributes and assessment questions. The full list of all 
evaluation criteria are listed in the previously mentioned CRISP report DEL 4.3.   

An evaluation body shall ensure that all four parts of the evaluation criteria questionnaire are 
addressed not only by the client (as ‘project leader’) or only one S-T-E-Fi expert but by both 
actor roles in order to identify any differences in opinions and (expert’s) views.36  

To enable S-T-E-Fi auditors to carry out reviews in the certification phase adequately and 
according to relevant requirements, ‘evidence’ must be provided by the client (as ‘project 
leader’) and by S-T-E-Fi experts acting as assessors in order to make their decisions/answers 
evidence-based. The conceptual structure of the evaluation criteria questionnaire allows to 
incorporate such supplementary resources (e.g. uploads; verification uploads to be used with-
in the certification part), relevant information (e.g. consulting third parties for more infor-
mation on a security system in use), and additional tags (e.g. quoting of relevant references or 
sources).37 FIGURE 5 illustrates a mock-up evaluation criteria questionnaire. 

The specific tasks/function of the client, the S-T-E-Fi experts and third parties involved dur-
ing CRISP evaluation are summarised again in TABLE 2. TABLE 1 and TABLE 2 can both be 
used by certification and evaluation bodies as information sources.  

                                                 
34  Including definitions and/or references. Kamara, Irene, Paul de Hert, Rosamunde van Brakel, 

Ioulia Konstantinou, Alessia Tanas, Simone Wurster, Tim Pohlmann, Nathalie Hirschman, Leon 
Hempel, Barbara Bossert, Cristina Pauner, Jorge Viguri, Artemi Rallo, Rosario García, Reinhard 
Kreissl, Florian Fritz, and Roger von Laufenberg, “S-T-E-Fi based SWOT analysis of existing 
schemes”, DEL 4.3 CRISP Project, 15 February 2016, pp. 134-136. The definitions of S-T-E-Fi 
criteria terms are listed in Fritz, et al., op. cit., February 2016, pp. 56-59. 

35  Boundary condition is that the S-T-E-Fi evaluation criteria, attributes and the related questions are 
clear and unambiguous. It was recommended in the second report of CRISP’s WP 5 on the scenar-
io-based workshops and the refinement of the CRISP methodology (DEL 5.235), that the terms that 
are not self-explanatory or ambiguous in the evaluation criteria questionnaire are identified, as well 
as that a clearer language of the assessment questions in order to avoid ‘interpretability of ques-
tions’ is provided. This issue has been addressed in CRISP’s Roadmap report (DEL 6.1) as an im-
portant task of the future CRISP organisation and the completion of CRISP’s pilot scheme (Mile-
stone 3 in the timeline for the implementation of the CRISP scheme, see Wurster, et al., op. cit., 
June 2016, pp. 19, 38). This will include a review of the assessment questions and a checking 
where additional explanations are needed. 

36  Again, a solution on how to deal with the issue of subjectivity.  
37  Hempel, et al., op. cit., October 2015, p. 47. 



D6.2: Final Certification Manual  CRISP Project  

29 

 

Figure 5: Mock-up of proposed evaluation criteria questioning 
Source: Hempel, et al., op. cit., October 2015, p. 46. Updated in April 2016. 

 
Table 2: Intended roles and responsibilities during evaluation  
actor roles responsibility involved in 
client as ‘project 
leader’  

• set up a new (application) scenario (including general 
information, technology specifications) 

• specify and invite other stakeholders relevant for the 
assessment stage 

• answer configuration questions and evaluation criteria 
questionnaire 

• provide evidence (such as standards or other forms of 
certifications) when requested 

• delegate questions to an ‘information provider’ (for veri-
fication) if needed 

• access to evaluation outputs: R1 and R2 (both versions) 

configuration  
& 

assessment 

admitted S-T-E-Fi 
experts  

• access to application scenarios (once invited by the ‘pro-
ject leader’) 

• answer the evaluation criteria questionnaire  
• consult ‘information provider’ for evaluation criteria 

questionnaire  
• access to evaluation outputs: R1 and R2 (primarily Partial 

Evaluation Report) 

assessment 

third parties as 
‘information pro-
vider’ 

• answer only the configuration questions which have been 
delegated by the ‘project leader’  

• if applicable, access to evaluation output: R1 

configuration 

• answer only those questions of the evaluation criteria 
questionnaire which have been delegated by the client as 
‘project leader’ and / or S-T-E-Fi experts 

• if applicable, access to evaluation outputs: R1 and R2 
(primarily Partial Evaluation Report) 

assessment 

Source: Hempel, et al., op. cit., October 2015, pp. 50-51. 
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 The results derived from the analysis and conclusions to prepare for certification 2.1.2

Once the evaluation criteria are all answered by the introduced stakeholders (client as ‘project 
leader’, S-T-E-Fi experts) or where applicable, with the assistance of consulted third parties 
(‘information provider’), the assessment stage will be closed by the evaluation body. In a next 
step, the configuration and assessment information needs to be summarised and analysed in 
an evaluation report. CRISP evaluation does not only serve the purpose of gathering infor-
mation on a specific use case of a security system which is more or less obvious, but also to 
identify and raise awareness for interrelations, revealing potential conflicts within and be-
tween S-T-E-Fi criteria.  

The S-T-E-Fi approach intends to integrate complex and multidimensional relationships into 
one approach, which does not mutually exclude the single perspectives of security, trust, effi-
ciency, and freedoms, but rather unites them in a systematic and systemic way. Consequently, 
the merging of the criteria per dimension allows to detect potential conflicts between criteria 
and dimensions. As the identification of conflicts is based on impact matrices, some individ-
ual features of the procedure follow the method of Quality Function Deployment.38  

‘Conflicts’ in the CRISP context can be understood as a mismatch of CRISP criteria, either 
within or between the four S-T-E-Fi dimensions. For instance, fulfilling criteria of the free-
dom infringement dimension follows another logic than the one of the efficiency dimension. 
This means: a high level of efficiency within an alarm system detecting civil threats might 
collide with knock-out criteria of data security and personal security. Regardless, both of 
them have to be dealt with to get the CRISP certificate. Conflicts may therefore arise depend-
ing on how evaluation criteria questions are answered by the client and S-T-E-Fi experts. As 
there is not only a four-dimensional perspective on a security system but also differing views 
of the various numbers of stakeholders that a security system can affect, the CRISP method-
ology aims to detect those conflicts at the earliest point possible. Practitioners such as manu-
facturers, operators, certification bodies and scientists alike know very well that conflicts 
will occur throughout the process of development, assessment and on-site implementation – 
and that processing them is inevitable. Thus, the purpose of the conflict matrix is not only to 
reveal potential conflicts, but also to make it easier to distinguish between conflicts that can 
be resolved and those which are inherent to a particular context. Hempel et al. described this 
as follows: 

“Compared to the assessment dimension, these criteria have first to be defined and 
then their interrelations considered, in order to ensure sustainable decisions. At 
this point a social or surveillance impact assessment will prove its strength. Its 
idea cannot be to solve, but to uncover conflicts between different actors and so-
cial groups. It should therefore confront them with as many previously but loosely 
defined criteria as possible. These can be broken down into questions, but in any 
event they all should be shown (for example using impact matrices) with regard to 
their potential interrelations. The moderated negotiations can build upon these ef-
forts until final definitions are found. If not, conflicts may remain unsolved. The 

                                                 
38  Hempel, et al., op. cit., October 2015, p. 10. 
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benefit of a participatory approach is that it increases the level of inter-subjectivity 
and thus releases the actors from their usual self-assured methods of simplification 
and confronts them with the complexity and the effects of their decisions outside 
their professional or common view.”39 

To identify interrelations, CRISP criteria are transmitted into a matrix structure by the facili-
tator of the evaluation body40, which allows for analysing them and any related potential con-
flicts more systematically. Conflict rules need to be defined for all relations once the list of S-
T-E-Fi criteria is finally decided upon (as foreseen in the pilot phase of the CRISP scheme, 
see Roadmap Milestone 4).41 An example of the matrix structure is given in FIGURE 6. The 
conflict analysis itself is conducted on the basis of the yes/no-question answers of the evalua-
tion criteria questionnaire. 
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Figure 6: Example mockup of a conflict matrix per dimension 

Source: Hempel, et al., op. cit., October 2015, p. 47; Updated in July 2016. Note: 1 = potential conflict if ‘the 
security system is not easily noticeable to the average scrutinised?’ (criterion ‘Observability’ - Trust) & claims 
to be ‘clear and transparent on the operations, security purposes, security provider, and duration of security 
control? (criterion ‘Transparency’ - Trust). 

 
 

                                                 
39  Hempel, Leon, Lars Ostermeier, Tobias Schaaf and Dagny Vedder, “Towards a social impact as-

sessment of security technologies: A bottom-up approach”, Science and Public: Policy, Vol. 40, 
2013, p. 751. 

40  The conflict analysis of the matrices shall be supported and summarised by the evaluation tool 
once it is developed and ready for use (see milestones and timeline in: Wurster, et al., op. cit., June 
2016). 

41  Conflict rules and exemplary conflict matrix in Hempel, et al., op. cit., October 2015, pp. 47-48. 
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Given the high level of complexity of an assessment procedure using a four-dimensional ap-
proach, it became apparent during the course of the project that an evaluation support tool 
might be helpful, which, for instance, enables uploads, direct consultations of third parties, 
the conflict analysis based on established rules etc. For further information on the potential 
development of a support tool, see CRISP Roadmap (DEL 6.142). Once such a tool is availa-
ble, licenses for application could be purchased by evaluation and certification bodies.  

All information gathered during the configuration stage, the findings on the yes/no and quali-
tative evaluation criteria questions are included and summarised in a second output (R2). As 
the confidentiality of information is a crucial aspect, it is intended to provide the possibility 
of two slightly different output versions of R2 reporting either reduced or extended assess-
ment findings, depending on the function of the stakeholder during evaluation. The two pro-
posed tables of contents are pictured in FIGURE 7.  

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
Figure 7: Partial and overall Evaluation Report R2 
Source: @Hirschmann, April 2016. 

 

 

 
                                                 
42  Wurster, et al., op. cit., June 2016. 

 
Evaluation Report R2 

[PARTIAL] 

 

Table of contents 

1. Configuration stage output confidential R1 
which includes technical information nec-
essary for the assessment of a security 
system   

2. Personal contributions per actor role dur-
ing the assessment stage 

3. If applicable, assessment analysis of po-
tential conflicts within the same S-T-E-Fi 
criteria. 

 
Evaluation Report R2 

[OVERALL] 

 

Table of contents 

1. Configuration stage output confidential R1 

including technical information plus fur-
ther information, such as uploaded (confi-
dential) information, evidence and stake-
holder participation 

2. General evaluation (how many assessment 
questions were answered, not answered, 
fulfilled, not fulfilled, consultations etcet-
era to be displayed in percentage)  

3. Listing and description of potential con-
flicts within and between S-T-E-Fi crite-
ria. 
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The evaluation body shall monitor the implementation and the integrity of S-T-E-Fi assess-
ment and coordinate the work with S-T-E-Fi experts, which need to act independently and 
impartially. The evaluation body shall receive regular reports on the activities of the S-T-E-Fi 
experts and establish supervision mechanisms, which allow S-T-E-Fi experts to report any 
observations or irregularities they detect in the course of their work in an anonymous or con-
fidential way. Once CRISP’s evaluation phase is closed, the results derived from the analysis 
and the conclusions drawn will be forwarded to the certification body by the evaluation body. 
The confidential evaluation outputs R1 and R2 Overall Evaluation Report shall serve as the 
basis for a third-party review, decision and attestation.43  

2.2 THE CERTIFICATION PROCESS 

The purpose of the certification phase is to verify whether the evaluation phase has been con-
ducted according to the applicable requirements (for example, whether the right procedures 
have been followed, whether an adequate number and variety of stakeholders with the re-
quired competencies has been consulted) and whether the S-T-E-Fi criteria have been met 
sufficiently. The certificate will only be granted after the confirmation of affirmative results 
of the evaluation. 

As a fundamental requirement, certification bodies shall be accredited on the basis of the re-
quirements in ISO/IEC 17065. At EU level, the certification body shall be accredited by a 
European accreditation body who is a member of the European co-operation for Accredita-
tion (EA).44 At international level, the certification body shall be accredited by an accredita-
tion body who is a member of the International Accreditation Forum (IAF).45 The certifica-
tion body may outsource the evaluation of the security system to an evaluation body main-
taining information on the activities of the evaluation process that will be outsourced and the 
name, registration number and location of the subcontractor at the least.  

                                                 
43  Hempel, et al., op. cit., October 2015, p. 48. 
44  The European co-operation for Accreditation (EA) is the association of the national accreditation 

bodies that provide accreditation for a wide range of conformity assessment activities such as; cal-
ibration, testing, inspection, certification of quality and management systems, certification of 
products, certification of persons and EMAS verifiers. All national accreditation bodies of EU 
countries are members of the EA; they have signed the Multilateral Agreement (MLA). This 
means that they recognise and accept the equivalence of the accreditation systems operated by the 
signing members and also the reliability of the conformity assessment results provided by con-
formity assessment bodies accredited by the signing members. Further information is available at: 
EA – European Accreditation, “The MLA”, no date. http://www.european-accreditation.org/the-
mla.  

45  It is important to note that the IAF Multilateral Recognition Arrangement (MLA) ensures mutual 
recognition of accredited certification between signatories to the MLA, and subsequently ac-
ceptance of accredited certification in many markets based on one accreditation. It will assure 
CRISP of the competence and impartiality of the accredited products or components by third par-
ties. See IAF, “The IAF Multilateral Recognition Arrangement (MLA), 2012. 
http://www.iaf.nu/upFiles/IAF_MLA_0112.pdf. 
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The certification body shall check the evaluation report(s) with respect to completeness, reli-
ability and conformance with applicable requirements (as specified in the future CRISP certi-
fication scheme). The extent to which the requirements of the S-T-E-Fi criteria are fulfilled 
per dimension should be assessed by the auditor taking into account the context (situa-
tion/scenario) in which the security systems are used.  

The review, decision and overall attestation process cannot be outsourced but needs to be 
conducted by the accredited certification body who is contracted by the client. The certifica-
tion body has to ensure that the subcontractor is fully aware of the future CRISP scheme re-
quirements and is being acceptive of them. The responsibility for any omission, harm, eco-
nomic loss, damage or other stemming from the activity of the subcontractor is incumbent 
upon the certification body. It is necessary that the certification body outsources their evalua-
tion activities only to organisations that meet the requirements as specified in the future 
CRISP certification scheme and are e.g. based on accreditation standards in the ISO/IEC 
17000 series. The certification body shall have a legally binding contract with the body 
providing the outsourced services, including provisions for confidentiality and conflict of 
interest. The certification body his- or herself shall adhere to the applicable requirements in 
ISO/IEC 17065 requirements. 

The assessment of any identified conflicts in answered criteria questions within and between 
S-T-E-Fi dimensions (see CHAPTER 2.1.2) will take into account the nature of the conflicts 
and the main purpose of the use of the system and the context in which it is used. It is the 
responsibility of the auditor to determine whether any identified conflicts prohibit the deci-
sion to grant a certificate.  

 Certification of system components 2.2.1

The CRISP scheme is applicable to installed security systems in a specific context. The secu-
rity system exists of individual components which shall be certified separately against appli-
cable technical (mainly product) standards. The assessment of the validity of these certifi-
cates will need to be specified in the future CRISP certification scheme.  

 Non-conformities with the certification requirements 2.2.2

2.2.2.1 Non-conformities 

Non-conformities against the requirements in the S-T-E-Fi dimensions which are, where ap-
plicable, aligned with and derived from the existing legislation and European (EN) standards 
will be determined.46 

The evaluation phase can result in a number of non-conformities. The client will be requested 
to review the identified non-conformities and provide solutions (corrections and corrective 
actions), which will be evaluated by the auditor to determine whether the proposed solutions 

                                                 
46  Specified in Hempel, et al., op. cit., February 2016. 
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are sufficiently addressing the identified non-conformities. The certification scheme shall 
specify the criteria to determine minor and major non-conformities. 

2.2.2.2 Corrective actions 

The possibility for corrective actions of non-conformities will be specified in the future 
CRISP certification scheme. When the client has submitted the required evidence to verify 
completion of any corrective actions, the certification body will review the corrective action 
statements and any supplied information for adequacy.  

 Issuing the certificate 2.2.3

As already stated, the certification body shall check the evaluation report with respect to 
completeness, reliability and conformance with applicable requirements (as specified in the 
future CRISP certification scheme). After a successful certification phase, a certification re-
port is published. Additionally, a short public report summarising the evaluation findings is 
published.47  

The following points need to be covered by the future CRISP certification scheme: 

• The format of the certificate (including unique certificate number and the CRISP 
logo) 

• The issue of the certification report 

• Up-dating the register of issued certificates 

• How the public part of the report is made available. 

 Register of issued certificates and public certification reports 2.2.4

The scheme owner will maintain the register of issued certificates and public certification 
reports. The register will be publicly accessible on the internet.  

The following items need to be considered in the structure of the register for publishing in-
formation on issued certificates:  

1. Scope of the certification 

2. Short description of the security system 

3. Unique certificate number 

4. Expiry date of the certificate 

5. (Hyper)Link to the certificate 

6. (Hyper)Link to the public certification report 

7. Name and address of the certificate holder 

                                                 
47  From EuroPriSe - The European Privacy Seal mentioned in Hempel, et al., op. cit., October 2015, 

p. 68. 
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8. Version of used certification requirements and evaluation criteria 

9. Date of suspension (if applicable) and/or withdrawal. 

 Use of the certification mark  2.2.5

The certificate holder is allowed to use the certification mark as specified in the future CRISP 
certification scheme in all of their printed and electronic materials, publications and other 
documents (e.g. in its official document templates). When the certification mark is used, a 
link to further information about the certificate (e.g. scope, description of the certified sys-
tem) and to the short public report is mandatory. The usage of the mark in advertisement is 
limited by the rules on competition; specifically, an out-of-date logo for advertising of a new 
(not certified) version of a security system is likely to constitute misleading advertising in 
most countries. Detailed requirements on the use of the certification mark will need to be 
specified in the certification scheme. The proper use of the certification mark will be super-
vised by the scheme owner. 

 Surveillance activities and certificate suspension or withdrawal 2.2.6

2.2.6.1 Surveillance 

Security systems certified by CRISP are subject to regular surveillance assessments. 
Surveillance assessments are conducted according to a specific programme for each certified 
system and will cover all applicable/S-T-E-Fi criteria. The frequency of surveillance 
assessment will be specified in the certification scheme. Special surveillance audits maybe 
conducted to verify whether publically available data or other information clearly indicating 
that the certificate holder does no longer meet certification requirements are accurate and 
true. 

2.2.6.2 Certificate suspension and withdrawal 

Criteria for suspension and withdrawal of certificates are an essential element of the certifica-
tion scheme. 

The certificate holder will be obliged to timely report any planned substantial changes in the 
security system before putting the modified system in operation.  

CRISP certificates may be suspended and eventually withdrawn as specified in the certi-
fication scheme, covering, amongst others, the following cases (no exhaustive list): 

• The certificate holder has provided inaccurate, misleading or false information 
during the evaluation and/or certification process, 

• infringement of the certification contract provisions, 

• significant non-compliances with legislation that are applicable to the (operation 
of) the certified system, 

• in cases of repeatedly improper use of the certification mark. 
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The future CRISP certification scheme will specify the procedure that needs to be followed 
when there are clear indications that a system or certificate holder does no longer comply 
with the certification requirements. A so-called special assessment (audit) can be part of such 
a procedure to evaluate on-site whether the system is no longer in conformance with the certi-
fication requirements. 

An appeal procedure will be in place for the applicant to challenge any decision for suspen-
sion or withdrawal at the level of the scheme owner, the details of which will be specified in 
the certification scheme and/or the operating procedures for the scheme owner. Suspended or 
withdrawn certificates remain publicly available in the register for the period specified in the 
certification scheme in order to assure transparency. After this period, withdrawn certificates 
are removed from the publicly available register of issued certificates. 

 Timeframes: procedure and certificate validity  2.2.7

In FIGURE 8, the expected timeframe for the proposed CRISP certification process for in-
stalled systems is presented: it is proposed that the certification body shall assure that the 
evaluation of a system is completed in 3 months maximum and certification in 3 months 
maximum.48 The timeframe for corrective actions needs to be considered once the pilot 
scheme is running. The whole evaluation and certification procedure for installed systems 
must be finished within one year from the date of the application. The timeframe for systems 
that are not yet installed will be dependent on their technological readiness level amongst 
other factors. 

It is envisaged that the future CRISP certificate is granted for a maximum period of three 
years. During the time of validity, the certification body shall verify that the certified system 
maintains to fulfil certification requirements by conducting regular surveillance assess-
ments.49 The certificate holder will be obliged to timely report any planned substantial 
changes in the security system before putting these in operation. In this context, the client 
shall supply necessary and relevant information on the current status of the system to the cer-
tification body before each audit. 

 

                                                 
48  Hempel, et al., op. cit., February 2016, p. 40. 
49  Hempel, et al., op. cit., February 2016, p. 40. 
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Figure 8: The overall timeframe for the certification of installed systems 
Source: @Haponava, January 2016. Hempel, et al., op cit., February 2016, p. 49. Updated in June 2016. 

2.3 ROLE OF LICENCING AND SUBCONTRACTING IN THE FUTURE CRISP SCHEME 

 Certification body and client 2.3.1

Running the proposed CRISP scheme includes subcontracting and licensing. CRISP will con-
form with relevant ISO 17000 standards and apply ISO/IEC TR 17026, which provides in-
formation on the licensing use of certificates and marks of conformity.  

 CRISP organisation and certification bodies 2.3.2

The future CRISP organisation and the certification bodies shall enter bilateral contractual 
agreements before conducting CRISP certification. 

The agreements, amongst other factors, shall address at least:   

• The rights and obligations of the certification body. 
• Rights and obligations of the scheme owner. 
• Any financial arrangements. 
• Any arrangements on outsourcing of activities. 
• For termination of the contract. 
 

The future CRISP organisation is responsible for facilitating meetings with certification bod-
ies to resolve any difference in interpretation of the scheme requirements.  
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 Certification body and evaluation body 2.3.3

Regarding the relationship between the certification and the evaluation body, two different 
options are possible.50 Option 1, certification and evaluation body are separate entities. Op-
tion 2, the certification body operates as the main body and the evaluation body as a subsidi-
ary body. Both options are possible, however, there is a preference in the CRISP consortium 
for an organisational and financial independence, as the certification body shall be responsi-
ble for the whole process of certification (including S-T-E-Fi auditing) and the evaluation 
body for the whole process of evaluation (including S-T-E-Fi assessment). In any case, the 
certification body remains overall responsible for the complete CRISP evaluation and certifi-
cation process, as the certificate is issued according to the requirements fixed in the future 
CRISP scheme. The certification body shall request regular information on the progress from 
the evaluation body and the findings of the evaluation plan and oversees the independence of 
the S-T-E-Fi experts.51  

                                                 
50  The information about the relationship between evaluation body and certification is given by 

ISO/IEC Guide 76:2008 – Development of services standards -- Recommendations for addressing 
consumer issues. 

51  For this purpose, certification bodies might be supported by their respective S-T-E-Fi auditors who 
may make suggestions to evaluation bodies for the selection, appointment, reappointment and re-
moval of S-T-E-Fi experts and the terms and conditions of their engagement once the first certifi-
cate is granted. 
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3 STANDARDS AND REGULATIONS THAT SPECIFY THE REQUIREMENTS 

The current intention for the CRISP Roadmap and Certification Manual is to use standards, 
wherever possible, as a starting point and solid foundation for S-T-E-Fi evaluation and certifica-
tion. As identified in CRISP’s Roadmap (DEL 6.1), the market segment on video surveillance sys-
tems is determined as the pilot area for the proposed CRISP certification scheme, for which rele-
vant standards and regulations have been identified as the starting point for the completion of 
the future CRISP scheme. CHAPTER 3.1 presents further considerations regarding the relation-
ship between the two parts of the CRISP methodology. CHAPTER 3.2 presents relevant standards 
and legislations and/or regulations for CRISP’s scope on video alarm systems and for evaluation 
and certification in general. Usually, the validity of standards is associated with the year that 
they are published in. Standards are constantly renewed, their content updated and their cover-
age extended. In order to prevent referencing outdated standards, the year of publication is omit-
ted consciously.  

  
3.1 GENERAL STANDARDS IN THE CRISP CONTEXT 

Evaluation phase 

During the evaluation part, security systems will be assessed according to the requirements 
based on evaluation criteria developed in the CRISP project52. Some of the evaluation criteria 
have been identified based on the current European normative documents (e.g. legislation and 
European standards); others have been chosen on the basis of relevant literature sources and 
research project findings.53 All identified evaluation criteria will be used as a starting point 
for defining requirements in a common normative document. This will be done as part of the 
upcoming project task 7.5 in CRISP’s WP 7: the CEN Workshop Agreement (CWA), which 
will provide the foundation for further standardisation activities, such as developing a Euro-
pean standard within the next years.54 The scope of the CWA needs to be approved by the 
group of participants who commit to the development of the CWA.  

Certification phase 

Granting a CRISP certificate is based on the requirements for CRISP certification. These re-
quirements are a combination of general requirements applicable to certification and re-
quirements which need to be developed specifically for the purpose and the scope of the 
CRISP project and/or the proposed scheme. For the general requirements, references to the 
ISO/IEC standards have to be made. The general and the specific requirements shall be cov-
ered by the proposed CRISP certification scheme. The following FIGURE 9 pictures the two-
part methodology and the relations to the evaluation criteria and certification requirements.  

                                                 
52  See Kamara, et al., op. cit., February 2016, initial list in Appendix 2 to 2c, pp. 134-138. 
53  Hempel, et al., op. cit., February 2016, p. 42. 
54  More information on “standardisation activities” are specified in Wurster, et al., op. cit., June 

2016, pp. 22-27. 
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Figure 9: CRISP methodology and its relation to evaluation and certification  
Source: @Haponava, January 2016. Hempel, et al., op. cit., February 2016, p. 41. Updated in April 2016. 

FIGURE 2 (PAGE 21) and FIGURE 9 both show that the basis for the CRISP assessment is a set 
of standards that specifies the requirements for a specific type of security systems (for the 
time being: video surveillance security systems as defined in CHAPTER 1). These require-
ments are at reference for the certification body to assess and certify a security system that is 
submitted for certification by an end user. They should address the four S-T-E-Fi dimensions 
so that they can also be used by an evaluation body as a basis for detailing the S-T-E-Fi eval-
uation criteria, attributes and questions for the assessment. The results of this S-T-E-Fi as-
sessment as a type of multi-criteria and multi-stakeholder assessment (CRISP evaluation 
phase) are the basis for the audit conducted by the certification body (CRISP certification 
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phase). For a credible certification decision, the certification body has to be able to assess the 
quality of the evaluation process and the resulting report(s). 

Therefore, also a standard is needed that specifies how the evaluation process is organised 
and conducted. This standard shall provide the basis for evaluation bodies to conduct the pro-
cess, report the results in the right way and also be the reference for the certification body to 
assess the quality of a specific evaluation process and its report that serves as input for the 
certification phase.  

Finally, the certification process shall be executed according to the available standards for 
conformity assessment which are, where necessary, adapted or extended for specific CRISP 
contexts. This will be specified in the future certification scheme. 

In summary, the following three types of standards are either needed or require further con-
sideration and development:  

1. Standard(s) specifying the requirements of a specific type of security products, sys-
tems and services 
• The requirements need to cover the four S-T-E-Fi dimensions; 
• to be used by manufacturers to be able to design, install and/or adapt their security sys-

tems in a way to which the requirements can be met and to be used by end-users to 
specify their wishes to suppliers (manufacturers and installers of systems); 

• to be used by the certification body to assess whether the security system submitted for 
certification conforms to the requirements; 

• to be used by the evaluation body to detail the criteria, attributes and questions applied 
in the S-T-E-Fi evaluation; 

• the standard can consist of a framework standard that refers to other (technical) stand-
ards for specific types of requirements; 

• the standard should be developed as a CWA and be referred to in the certification 
scheme. 

 
2. Standard(s) specifying the requirements for the evaluation phase  

• The requirements need to cover at least the following aspects: requirements for the 
evaluation body: (independency, transparency, competencies of personnel, quality 
management), how the evaluation process should be organised, criteria for the ‘config-
uration report’ (R1), guidance/requirement for translating security system requirements 
(standard under 1) into detailed criteria for the S-T-E-Fi evaluation plus define conflict 
types55 and a threshold for identified conflicts (How many conflicts are allowed in or-
der to proceed with the certification? Where are conflicts allowed, e.g. comparability 
between security and freedom infringement dimension?), determination of stakehold-

                                                 
55  The term ‘conflict’ is introduced in Hempel, et al., op. cit., October 2015 and explained in CHAP-

TER 2.1.2 in this document.  
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ers, criteria for the ‘S-T-E-Fi evaluation report’ (R2), competencies of the persons in-
volved (especially information providers and S-T-E-Fi experts);  

• to be used by evaluation bodies to design, conduct and report on the evaluation; 
• to be used by certification bodies to assess whether the evaluation phase is conducted 

in a reliable manner; 
• the standard can consist of a framework standard that refers to other (technical) stand-

ards for specific types of requirements. 
 

3. Standards specifying the requirements for the certification phase 
• The requirements need to cover at least the following aspects: requirements for the cer-

tification body (independence, impartiality, transparency, competencies of personnel, 
quality management), how the audit and review is carried out using the evaluation re-
ports R1 and R2, how to assess the evaluation process, criteria for the inspection and/or 
audit report, requirements for surveillance audits; 

• to be used by certification bodies to design, conduct and report on the certification 
process; 

• to be used by an accreditation body to assess and accredit the certification body; 
• many requirements are already covered by existing conformity assessment standards in 

the ISO 17000-series; 
• the standards should be referred to in the certification scheme; 
• additional CRISP-specific requirements should also be included in the certification 

scheme. 

FIGURE 10 maps the various relationships between the standards, the relevant CRISP part and 
by whom they are primarily used. 

The next sub-chapter specifies standards that are available for the context of video surveil-
lance systems and can be used as a source for reference in the future CRISP certification 
scheme and/or the development of the specific standards for CRISP (e.g. the CWA in WP 7). 
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Figure 10: Relationships between standards and CRISP’s methodology 
Source: @Hortensius, June 2016, in: Wurster, et al., op. cit., June 2016, p. 39. 

3.2 SPECIFIC STANDARDS IN THE CRISP CONTEXT 

In the following sections, standards and legislation are presented as fundamental guides to 
CRISP’s evaluation and certification processes. Standards and legislation are relevant in three 
domains: evaluation and certification, technical aspects of the alarm systems and freedom 
infringement and legal issues. As the standardisation landscape is dynamic, there is a prefer-
ence for presenting standards series instead of single standards in most cases. The selection of 
system-related standards depends on the specific type of system which is the object of the 
evaluation and certification process. As mentioned in CHAPTER 1, installed video surveillance 
systems are chosen as CRISP’s first application area. Therefore, normative references and/or 
standards for technical aspects focus on these systems. 
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Relevant standards and regulations for evaluation and certification 
• ISO/IEC 17000 series Conformity assessment, in particular ISO/IEC 17065 

Conformity assessment -- Requirements for bodies certifying products, processes and 
services56 and ISO/IEC 17020 Conformity assessment -- Requirements for the 
operation of various types of bodies performing inspection. 

• Regulation (EU) 2016/679 of the European Parliament and of the Council on the 
protection of individuals with regard to the processing of personal data and on the free 
movement of such data and repealing Directive 95/46/EC (General Data Protection 
Regulation) (General Data Protection Regulation), e.g. parts on certification, seals.  

 
Relevant standards for technical aspects of the systems 

• EN 50130 series Alarm systems57  
• EN 50132 series Alarm systems. CCTV surveillance systems for use in security appli-

cations58 (if applicable: IEC 62676 series Video surveillance systems for use in secu-
rity applications) 
 

Relevant standards and regulations for the freedom infringement/legal perspetive 
• ISO/IEC 27000 series Information technology -- Security techniques -- Information 

security management systems59 
• ISO/IEC 29000 series Information technology -- Security techniques60 
• EU Charter of Fundamental Rights61 (Arts. 7, 8, 21, 24, 25, 45, 4748, 49) 
• European Convention of Human Rights62 (Art. 6, 7, 8, 13, 14) 

                                                 
56  See website of ISO/IEC’s relevant committee SO/CASCO Committee on conformity assessment: 

ISO, “Standards catalogue. ISO/CASCO – Committee on conformity assessment”, no date.  
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_tc_browse.htm?commid=54998&publis
hed=on&includesc=true and ISO, “Resources for conformity assessment – The CASCO Toolbox”, 
no date. http://www.iso.org/iso/home/about/conformity-assessment/conformity-assessment_ 
resources.htm.  

57  See website of CENELEC’s relevant committee CLC/TC 79 Alarm systems: CENELEC, “Stand-
ards Development – Technical Bodies”, 2016. https://www.cenelec.eu/dyn/www/ 
f?p=104:7:0::::FSP_ORG_ID:73. 

58  See website of CENELEC’s relevant committee CLC/TC 79 Alarm systems: CENELEC, “Stand-
ards Development – Technical Bodies”, 2016. https://www.cenelec.eu/dyn/www/ 
f?p=104:7:0::::FSP_ORG_ID:73. 

59  See website of ISO/IEC’s relevant committee ISO/IEC JTC 1/SC 27 - IT Security techniques: ISO, 
“Standards catalogue. ISO/IEC JTC 1/SC 27 - IT Security techniques, no date. 
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_tc_browse.htm?commid=45306. 

60  See website of ISO/IEC’s relevant committee ISO/IEC JTC 1/SC 27 - IT Security techniques: ISO, 
“Standards catalogue. ISO/IEC JTC 1/SC 27 - IT Security techniques, no date. 
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_tc_browse.htm?commid=45306. 

61  Official Journal of the European Union, Charter of Fundamental Rights of the European Union, 
2012/C 326/02, http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX: 
12012P/TXT&from=EN. 
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• Directive 2002/58/EC as amended by the Directive 2009/136/EC (ePrivacy 
Directive)63 

• Data Protection Directive 95/46/EC (Art. 6) until Regulation (EU) 2016/679 is 
applicable64 

• Regulation (EU) 2016/679 of the European Parliament and of the Council (see above)  

 

It is important to define the role of the experts in each dimension as each one of them covers 
the most relevant technical and legal standards, essential literature and other high impact Eu-
ropean initiatives (e.g. EuroPriSe65, SIAM or DESSI Project66). To achieve that aim, it is 
essential to give information on relevant standards by the future CRISP organisation for both 
the evaluation and certification phase. 

                                                                                                                                                        
62  European Court of Human Rights, Council of Europe, European Convention on Human Rights, 

amended by the provisions of Protocol No. 14 (CETS no. 194), https://ec.europa.eu/digital-single-
market/sites/digital-agenda/files/Convention_ENG.pdf. 

63  Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning 
the processing of personal data and the protection of privacy in the electronic communications sec-
tor (Directive on privacy and electronic communications), Official Journal L 201, 31/07/2002 P. 
0037 – 0047, http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX: 
32002L0058:en:HTML, amended by Directive 2009/136/EC of the European Parliament and of 
the Council of 25 November 2009 amending Directive 2002/22/EC on universal service and users’ 
rights relating to electronic communications networks and services, Directive 2002/58/EC con-
cerning the processing of personal data and the protection of privacy in the electronic communica-
tions sector and Regulation(EC) No 2006/2004 on cooperation between national authorities re-
sponsible for the enforcement of consumer protection laws, http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do? 
uri=OJ:L:2009:337:0011:0036:en:PDF. 

64  Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the pro-
tection of individuals with regard to the processing of personal data and on the free movement of 
such data, http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=URISERV: 
l14012&from=EN. 

65  See APPENDIX 2 and Europrise, “Welcome! EuroPriSe - the European Privacy Seal for IT Products 
and IT-Based Services”, no date. https://www.european-privacy-seal.eu/.   

66  Information on the SIAM project see: footnote 17 in this deliverable and Kamara, et al., op. cit., 
February 2016, pp. 14-17. Information on the DESSI project see: Kamara, et al., op. cit., February 
2016, pp. 18-26. 
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4 CONCLUSIONS TO BE CONSIDERED BY THE FUTURE CRISP ORGANISA-
TION  

This chapter provides an outlook for the activities following in CRISP’s WP 7 which will concern 
enhancing the confidence and promotion of the CRISP approach among the key stakeholders and 
the development of a CEN Workshop Agreement as the initial standardisation activity in the 
course of the CRISP project. Relevant stakeholders will be approached with targeted information 
in order to promote and boost interest in the future CRISP scheme, to stimulate the interest to 
join the process of the CEN Workshop Agreement among stakeholders and to stimulate the 
emergence of the future CRISP organisation. 

Finally, crucial factors to be taken into account by the future CRISP organisation when finalis-
ing the CRISP scheme are summarised.  

 
4.1 OUTLOOK INTO UPCOMING CRISP ACTIVITIES IN WP 7 

This report is the second and last deliverable for CRISP’s WP 6, presenting information on 
the CRISP evaluation and certification procedure, identifying standards and (basic) require-
ments for evaluation and certification in the context of a specified pilot area of security sys-
tems, that is, video surveillance systems, and setting out the roles and responsibilities of the 
various stakeholders involved. Further and specific requirements related to the CRISP meth-
odology for the evaluation of security systems will be developed and set up in a CEN Work-
shop Agreement (CWA) as part of CRISP’s WP 7 aiming towards enhancing confidence and 
promotion of the CRISP approach among the key stakeholders. The CWA is one of the mile-
stones leading towards the completion of the CRISP scheme as elaborated on in the CRISP 
Roadmap. In this sense, the CRISP organisation will be able to use the CWA in the process 
of the finalisation of the CRISP certification scheme and also in further standardisation ef-
forts related to the extended CRISP scheme available to all relevant security systems. 

1. Engaging key stakeholders to enhance confidence in the CRISP scheme 

In the course of CRISP’s WP 7, the most important groups of stakeholders will be directly 
engaged with specifically targeted information at events and one-to-one meetings by all part-
ners: 

• manufacturers (security industry manufacturers, installers of video surveillance sys-
tems, sellers, providers, integrators, security industry associations) 

• end users (procurers, strategic planners and operators working with video surveillance 
systems, such as local authorities, emergency organisations, transport operators, law 
enforcement authorities, retail organisations, health organisations and educational or-
ganisations, consumers’ associations, big business areas) 

• regulators and policy makers (including data protection authorities), certification bod-
ies, standardisation bodies, policy makers at European and member state level, mem-
bers of the European parliament and national parliaments, local authorities, chambers 
of commerce, insurance groups and/or professional security consultants 
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As explained in CRISP’s “Interim exploitation plan” (DEL 7.367), WP 7 activities will aim at 
the following:  

1. To enhance confidence in the new certification measures among the key stakeholders. 
2. To accelerate interest among key stakeholders in the formation or emergence of the 

future CRISP organisation that will take over the work from the CRISP project con-
sortium. 

3. To gain interest of the stakeholders in joining the process of the CWA by which the 
CRISP project will end. 

2. CEN Workshop Agreement (CWA) 

Through all remaining months of the CRISP project, activities in relation to the CWA will be 
taking place. This will be the initial standardisation activity in the course of developing the 
CRISP certification scheme. The CWA is expected to provide specific requirements in rela-
tion to the CRISP methodology for the evaluation of security systems. 
The core purpose of CEN and CENELEC is to develop European Standards and other publi-
cations, including technical specifications, technical reports and workshop agreements. In 
innovative markets, CWA’s are seen as appropriate standardisation tools that are flexible 
enough to consider technologies that have not yet achieved a sufficient degree of stability. A 
CWA is a document agreed upon by the participants of a workshop which is designed to meet 
an immediate need and to form the basis for future standardisation activities. The stakeholder 
involvement is limited to those directly interested in the subject. Here, the synergies in the 
activities of WP 7 will be very important, since one of the goals is also to attract identified 
stakeholders to actively participate in the course of this standardisation activity to successful-
ly conclude the CWA at the end of the CRISP project in March 2017. 

To start the process of the CWA, a business plan was drafted in June 2016 to engage interest-
ed stakeholders to participate in the CEN Workshop related to CRISP. The standardisation 
committees CENELEC/TC 79 ‘Alarm systems’ and CEN/TC 391 ‘Societal and citizen secu-
rity’ were identified as TC’s with a likely interest in this CWA and were informed according-
ly.  

The CWA primarily aims towards adapting the CRISP methodology and secondly updating, 
adapting and further refining the S-T-E-Fi criteria for the evaluation process of security sys-
tems, specifically for installed video surveillance security systems. For this reason, only a 
shortened list is included in APPENDIX 1, as the full list of S-T-E-Fi criteria, attributes, related 
questions including definitions and sources was published in CRISP report DEL 4.3.68 These 
criteria will be considered as a basis for the development of requirements in the CWA. In this 
context, engaging relevant stakeholders to participate in the CWA is essential for gaining 

                                                 
67  Golyardi, et al., op. cit., June 2016.  
68  Kamara, et al., op. cit., February 2016, pp. 134-136. 
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their trust and acceptance of the CRISP methodology for the evaluation of security systems as 
the main outcome of the Workshop.69  

4.2 RÉSUMÉ AND CRUCIAL FACTORS FOR THE FUTURE CRISP SCHEME 

The CRISP certification scheme shall be set up and maintained by the future CRISP organisa-
tion in cooperation with interested stakeholders.70 For the acceptance of the scheme by all 
relevant stakeholders and to realise its full potential, the future CRISP certification scheme 
should, amongst others, address the conditions under which the certificate holders can use the 
certification mark, the register of issued certificates, the validity of certificates, suspension 
and withdrawal conditions. In general, it is important that the interrelation between the evalu-
ation, certification and surveillance phase is clearly specified in the future CRISP scheme. 

As regular operating practices in a company, evaluation and certification processes must be 
well executed and documented in a reasonable period of time to inform clients about their 
respective decisions. Vital communications shall be assured and regulatory compliance shall 
be maintained. At the same time, it is necessary that clients of CRISP certification shall up-
date any changes in their installations and the movement of systems in related activities. In 
the context of efficiency, this means that clients are recommended to supply the contracted 
certification body with necessary and relevant information on the current status of the system 
before each audit. Furthermore, it is recommended that the obligation of effective communi-
cation is to be specified in a contract between all involved parties to tackle day-to-day issues 
during the evaluation and certification procedure. 

Once the future CRISP certification scheme is complemented, the CRISP organisaton will be 
responsible for providing knowledge and training on how to carry out the evaluation process. 
For instance, experts could attend a training programme before the evaluation process is 
launched. This programme should cover both the general principles adopted by the evaluation 
body and specifically how an evaluation process is carried out. 

For the success of the future CRISP certification scheme, it is important to highlight its added 
value and the innovative aspects of the presented methodology. Added value, not only but 
especially for future CRISP clients, was identified by stakeholders during the validation ac-
tivity of CRISP’s Roadmap (DEL 6.171) as one of the most important driver for the success 
of the future scheme. This relates to the question of the quality of the scheme, its manage-
ment processes as well as the awareness and exploitation of the factors on the market that 
could lead to a successful implementation of the future CRISP certification scheme. 

The evaluation part based on the S-T-E-Fi approach is designed to allow for appropriate im-
provements and/or measures of a security system at different stages of development. This 
circumstance can act as an incentive for certification, as it allows a product, system or service 
                                                 
69  Golyardi, et al., op. cit., June 2016, p. 10. 
70  Golyardi, et al., op. cit., June 2016. 
71  Wurster, et al., op. cit., June 2016. 
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optimisation in the first place. Consequently, subjects with an installed video surveillance 
system should be motivated to start the S-T-E-Fi assessment not only when it comes to certi-
fication. Especially when it comes to a newly developed video surveillance system which 
addresses all four proposed dimensions, S-T-E-Fi assessment might help to reduce costs in 
the long run.72 The overall benefit of the participatory approach is to increase the level of 
inter-subjectivity and to release stakeholders “from their usual self-assured methods of sim-
plification and [confronting] them with the complexity and the effects of their [previous] de-
cisions outside their professional or common view.”73  

Finally, some crucial factors which need to be taken into account by the future CRISP organi-
sation in the process of finalising the CRISP certification scheme are summarised, as they 
present key considerations in the formulation of a successful scheme. 

1. Quality of the scheme - simplicity, openness, transparency and accreditation 

CRISP certification procedures shall be as simple as possible. Testing procedures must be 
robust and should not allow variations between the testing, granting of a CRISP certificate 
and its enforcement between evaluation and certification bodies.  

The legal standing of the proposed CRISP scheme must be clear. In terms of transparency 
and clarity, the univocal wording of all documents (private and public facing) regarding the 
assessment, methodology and certification process is essential. 

The proposed CRISP certification scheme should be open to any interested organisation and 
its details should be accessible by consumers. 

In order to achieve recognition and acceptance of the proposed scheme to realise its full po-
tential, the conditions under which the client may use the certificate and/or marks of con-
formity, the register of issued certificates, suspension and/or withdrawal conditions and other 
certification elements should be very clearly dealt with in the scheme itself. These issues en-
compass the validity of the certificate, certificate suspensions and/or withdrawals and surveil-
lance issues, reporting issues as well as an acceptable logo or certificate use policy by certifi-
cate holders as addressed in CHAPTER 3 of this report in particular. 

As highlighted in the CRISP Roadmap (DEL 6.174), a fast start-up process particularly re-
quires all necessary standards and documents for evaluation available while the CWA (as part 
of CRISP WP 7) has to cover all relevant issues to evaluate the security systems. 

The certification bodies offering certification according to the future CRISP certification 
scheme will need to be accredited in order to achieve the necessary level of trustworthiness, 
quality and acceptance. Interactions with national accreditation bodies are necessary to facili-
tate their future task of accrediting certification bodies based on the relevant documents of the 

                                                 
72  Hempel, et al., op. cit., October 2015, p. 63. 
73 Hempel, et al., op. cit., 2013, p. 751. 
74  Wurster, et al., op. cit., June 2016. 
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CRISP scheme. As described in CHAPTER 2.2, certification bodies shall be accredited on the 
basis of the requirements in ISO/IEC 17065, either by a European accreditation body who is a 
member of the European co-operation for Accreditation (EA) or, at the international level, by 
an accreditation body who is member of the International Accreditation Forum (IAF). 

EU wide acceptance, backed by regulatory demands 

It is of key importance that the CRISP scheme brings added value and provides certified 
products with EU-wide acceptance and a clear difference to similar schemes within the mar-
ketplace. The recently adopted General Data Protection Regulation, incentivising the devel-
opment of data protection certification schemes, is an important driver for market demand 
and added value of the scheme. The future holder of CRISP certification, the CRISP organi-
sation, will benefit by this development, since regulatory drivers are crucial for market de-
mand. The CRISP organisation will have to seize this opportunity by bringing CRISP certifi-
cation in line with GDPR-accredited certification schemes, which also means finalising a 
scheme that will be accepted in all EU countries. 

Costs and administrative burdens are another critical factor for success – both should be kept 
at a minimum to attract interest and open access of those potential clients where cost of certi-
fication can be a deciding factor in whether products are certified. 

2. Support, acceptance and promotion from key stakeholder groups 

Strong and visible support from key stakeholders, such as the European Commission, nation-
al authorities, the industry and security industry bodies (e.g. Euralarm), regulators and certifi-
cation bodies is a critical factor for the success of the future CRISP certification scheme. Due 
to the production of awareness-raising effects scheduled for CRISP’s WP 7, perceptible en-
couragement of externals will have more impact on the acceptance of the proposed CRISP 
certification scheme the earlier it is received in the process of creating the scheme.  

One of the key drivers, as identified by the CRISP Roadmap (DEL 6.175), is acceptance by 
insurance companies. Convincing insurance companies to make the CRISP certificate manda-
tory or at least offering lower insurance premiums for certificate holders would provide an 
excellent incentive for market players to see added value in CRISP certification. Given that 
the General Data Protection Regulation also significantly rises the fines that may be imposed 
for breaching data protection rules, there may be further incentives for insurance companies 
to offer insurance against regulatory fines (e.g. fines for illegal operation of a CCTV system). 

Cooperation and integration of activities of national authorities and the interest of vendors in 
investing in a mutually recognised certification of alarm systems is also needed; the CRISP 
organisation will have to take this into account. Acceptance should be as broad as possible, 
extend across European Member States and also beyond the EU.  

The proposed CRISP scheme must also have a development team, that is supported by key 
stakeholders and remains involved until the scheme has achieved success. In summary, the 
                                                 
75 Wurster, et al., op. cit., June 2016. 
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proposed CRISP certification scheme must have strong promotion from all stakeholder 
groups in order to boost its recognisability. 

3. Appropriate Management 

The proposed CRISP certification scheme must be kept up to date with a periodic review to 
ensure its relevance. This will also ensure that the scheme is kept flexible to include techno-
logical innovations and any economic and societal changes. Clear communication with 
scheme stakeholders is also needed in this regard. 

Oversight mechanisms must be in place to assure consistency of the scheme, relevance of 
criteria and validity of certifications. The scheme management must oversee enforcement and 
assessment processes to ensure that compliance is given. A robust process must be put in 
place by the future CRISP organisation to deal with false applications, fraudulent use of the 
CRISP logo and certificate and other breaches of the schemes regulations. 

4. Impartiality 

Last but not least, impartiality is one of the main aspects associated with CRISP certification. 
It is ultimately crucial for the success of the CRISP certification scheme and certificate. The 
independence of personnel can be safeguarded with impartiality agreements between the 
scheme owners and the personnel. Such agreements would need to include an obligation for 
each member of staff to report any conflict of interest that arises during any of the ongoing or 
scheduled evaluation and certification procedures.  
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ANNEX 

APPENDIX 1: EVALUATION AND CERTIFICATION CRITERIA ORDERED BY S-T-E-FI DIMENSIONS 

Note: Definitions and references per criteria see Kamara, et al., op cit., February 2016, pp. 134-136 and Fritz, et 
al., op. cit., February 2016. Criteria relevant for security services are not mentioned here. The *-symbol after 
assessment questions and attributes refers to amendments made in preparation for CRISP’s WP 5 scenario-based 
workshop on Alarm systems/CCTV in November 2015.  
Security dimension 
Criterion Attributes Assessment questions  
Accuracy 
 

Sensibility How does the security system react to false indicators? (possi-
ble problem: sensor reacts to pets)?  
Are circumstances taken into account that cause a malfunction 
of the security system? 

Accuracy Deviance To what extent do the measured results and the true results 
vary? 

Accuracy False negative 
rate 

Does the security system include testing of the percentage of 
suspicious objects, individuals or events that are not recog-
nised? 

Accuracy Reasons for 
false alarms/ 
information 

Is there a user manual explaining reasons for false 
alarms/information? 

Accuracy Avoidance of 
false alarms/ 
information 

Does the user manual give instructions on how false alarms 
can be avoided? 

Performance Response time 
(alarm systems) 

What is the response time of the security system? 

Risk 
 

Threats Which threats are not covered by the security system? 

Risk level Risk level What is the risk level of the risks generated by the security system?   

Robustness Manipulation How easily can the security system be manipulated?  
Are there susceptibilities to damage through adversarial attack 
or inadvertent error?  

Robustness Resilience How quickly does the security system recover from an endan-
gering incident?  
Are there safeguards in place enhancing the capability to re-
cover from an incident? 

Performance Performance as 
intended 

If the technology is primarily a device or software product: 

Performance Performance as 
intended 

Does the documentation of the security system emphasise the 
likely operating performance of the device or its intended use 
AND that it will perform reliably? 

Performance Performance as 
intended 

Are there performance review strategies in place? * 

Performance Performance as 
intended 

What are detection limits? 

Performance Performance as 
intended 

What is the meantime between failures? 



D6.2: Final Certification Manual  CRISP Project  

57 

 

Performance Performance as 
intended 

What is the probability of detection? 

Performance Performance as 
intended 

Is there evidence of reproducibility between deployments? 

Performance Performance as 
intended 

Is information on the effectiveness of the core capabilities of 
the device/software product provided to the user? 

Performance Performance as 
intended 

Have the operators/users been exposed to adequate training on 
the safe use of the device? * 

Increase of 
measurable 
security 

- Will there be a measurable improvement of objective levels of 
security? 

Fair distribu-
tion of security 

Discrimination Is the security system free from discrimination with regards to 
who is secured and who is not? 

Risk Manage-
ment 

Misuse Are there policies in place to reduce identified risks, such as 
risk sabotage and misuse? 

Risk Manage-
ment 

Risk classifica-
tion 

Is there an adequate documentation of the risks to reliable per-
formance of the device? * 

Legal criteria of the security dimension 
System inter-
ference 

Counter-
measures 

For information systems: Are there measures to ensure that any 
intentional interference to the whole or any part of an infor-
mation system is avoided? 

Data interfer-
ence 

Counter-
measures 

Are there measures to ensure that any illegal data interference 
to the whole or any part of an information system is avoided? 

Accountability Counter-
measures 

Are there procedures and policies addressing the issue of ac-
countability of the service provider/product manufacturer? 

End user safe-
ty 

Health and secu-
rity risk 

Does the security system pose any risk/damage to users?  
Has the risk to survey individuals or infrastructure been as-
sessed (e.g. broken device falling on the ground) and mitigated 
by appropriate measures? * 
Does any hazard arise from the security system: radioactivity, 
chemical or electrical properties, mechanical resistance, flam-
mability? 
Are users protected against risks that affect their health or se-
curity?  
Is the security system respectful with health and safety of us-
ers? 

Performance Function Is the security system always working? 
Does the security system activate itself in case of danger? 

Withdrawal 
mechanism 

 If the security system shows fails in security, is there any 
mechanism for removal from the market? 

Threat re-
sponse 

User protection Is the security system an effective response to threats?  
Does the security system ensure a high level of protection? 

Reporting Response to 
incidents 

Does the security system reports minor incidents? 
Does the security system report serious incidents? 

Trust dimension 
Criterion  Attributes Assessment questions  
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Observability  Visibility Is the security system easily noticeable to the average scruti-
nised?  

Awareness  Nakedness Are the scrutinised aware that the security system exposes 
nakedness?  
If yes: Are the scrutinised made aware of this issue prior to be 
submitted under the scrutiny of the security system? 

Awareness  Training Is there a (mandatory or voluntary) training or education 
scheme foreseen to increase awareness of the possible impacts 
of the security system to be deployed? 

Physiological 
Invasiveness 

Cultural cus-
toms 

Is the use of the security system possible with the respect of 
cultural customs (e.g. no removal of the burka, head scarf)? 

Physiological 
Invasiveness 

Hygiene  Does the security system require any touching or interaction 
that could cause a hygiene problem? 

Physiological 
Invasiveness 

Health Is the security system potentially endangering the health of the 
scrutinised? 

Perception Confidence Does the security system foster trust and confidence between 
people? 

Perception Security Will people feel more secure with the existence of the security 
system? 

Perception Health Could the user/scrutinised perceive the security system as a 
health threat? 

Transparency Up-to-date pro-
cedures 

Does the security system require transparent and constantly 
updated procedures? 

Transparency Clarity  Is the security system clear and transparent on the operations, 
security purposes, security provider, and duration of security 
control? 

Transparency Complaints Does the security system have an easily accessible complaint 
mechanism? 

Reliability Monitoring 
mechanism 

Is there a permanent monitoring mechanism to ensure the 
compliance with rules, regulations and technical standards? 

Safety  Deploy-
ment/use/mainte
nance 

Are there potential safety dangers and threats arising from 
improper deployment, use, or maintenance of the security sys-
tem?  
What are the safeguards in place? 

Safety Documentation Is there documentation pertaining to the safety of the security 
system? 

Trust as capital Public trust Is the security system likely to increase or decrease public trust 
in the operator? 

Legal criteria of the trust dimension 
Criterion  Attributes Assessment questions  
Product up-
dates 

User protection Does the purchase of the security system require buying up-
dates in the future to work properly?  
Does the purchase of the security system require buying other 
products? 
Does the purchase of the security system require buying sys-
tems? 
Does the purchase of the security system require buying ser-
vices? 
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Reliability Information Does the security system work correctly as instructions shows?  
Is the information reliable? 
Is the information valid? 

Maintenance User protection Is maintenance granted by the producer? 
Is updating granted by the producer? 

Security needs User protection Does the security system satisfy security needs of users? 
Detectability User protection Is the security system visible? 

Do users know about the presence of the security system? 
Environment User protection Is the security system respectful with the protection of the en-

vironment? 
Transparency Instructions If applicable: Are instructions of the security system clear, 

comprehensible and not misleading? 
If applicable: Are warnings of the security system clear, com-
prehensible and not misleading? 

Transparency Performance Do users get information on the security systems performance? 
Ethical codes User protection Does the company/organisation imposes an ethic code of us-

age? 
Good practic-
es/safety codes 

User protection In terms of security, does the security system adhere to the 
safety codes or good practice in force in the sector concerned? 

Efficiency dimension 
General efficiency 
Criterion  Attributes Assessment questions  
Information on 
the system's 
efficiency 

Statements Does the security system make clear and verifiable statements 
about its efficiency (e.g. in terms of required manpower, costs 
of operation, deployment, maintenance, etc.)? 
Note: Levels of efficiency should be clearly stated, allowing 
for better comparison with alternatives. 

Protective 
measures to 
ensure effi-
ciency 

Avoiding mal-
function 

Does the security system take into account the possibility of 
malfunction and related costs?  
If yes: Are solutions provided? 

Protective 
measures to 
ensure effi-
ciency 

Avoiding mis-
use 

Does the security system take into account the possibility of 
misuse and related costs?  
If yes: Are solutions provided? 

Protective 
measures to 
ensure effi-
ciency 

Protection 
measures to 
avoid other un-
intended nega-
tive economic 
effects 

Is there potential for any other unintended negative economic 
effects of an investment in the security system, e.g. for opera-
tional safety?  
If yes: Are potential solutions suggested? 

Efficacy 
Criterion  Attributes Assessment questions  
Use/utilisation Ergonomics Is the security system user-friendly? 

Use/utilisation Learning efforts Are the necessary learning efforts in order to use the system 
acceptable? 
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Use/utilisation Preparation Are there any specific requirements (including on usability) for 
employees who use the security system? * 

Use/utilisation Personnel  Does the system require a minimum number of operators per 
system unity and time? * 

Interoperabil-
ity 

Integration Is it possible to integrate the system into existing processes 
with relatively low additional effort? 

Interoperabil-
ity 

Interfaces What are other relevant systems in the given security context?  
Are there interfaces to connect the security system with these 
other systems? 

Interoperabil-
ity 

Communication Can the security system communicate with the external sys-
tems identified above? 

Customization Customization If applicable: Do the customers have the opportunity to cus-
tomize the security system with a range of devices according to 
their needs? 

Lifecycle cost Maintenance Are there specifically calculated maintenance costs? * 
Is the extent of maintenance acceptable? 

Lifecycle cost Usability Is there a need for professional installation? 
Is there evidence that customers can install, use, and maintain 
the system? 

Lifecycle cost Components Does the security system consist of replaceable components? 

Lifecycle cost Technical up-
dates and up-
grades * 

Are there intended frequent updates, technological updates or 
other add-ons to the system? * 

Versatility Usability Is the security system versatile? 

Energy effi-
ciency 

Consumption Is the energy consumption of the security system acceptable?  

Usability Technology 
developments 

Does the lifecycle of the security system already take into ac-
count upcoming technology developments for the buyers and 
users and is this time period attractive for the users? 

User manual Availability Are appropriate manuals provided? 
Are appropriate tutorials provided? 

Legal criteria of the efficiency dimension 
Criterion  Attributes Assessment questions  
Optimal com-
bination of 
improvements 

Guidance and 
training 

Is guidance for enabling optimal combination of improvements 
in the deployment/use of the security system foreseen by the 
system provider? 
Is training for enabling optimal combination of improvements 
in the deployment/use of the security system foreseen by the 
system provider? 

Efficiency of 
enforcement & 
procedural 
economy 

Collective re-
dress mecha-
nisms 

If applicable: Does the security system provide for collective 
redress mechanisms? 

Freedom Infringement dimension 
Criterion  Attributes Assessment questions  
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Due process Procedure Are there reasonable deadlines for the persons involved? 

Due process Access to mate-
rial 

Applicable in case there is audio-visual recording: Does the 
security system allow scrutinised to revise any (audio-visual) 
recording in order to protect them against undue compulsion or 
misuse in a trial? 

Equal treat-
ment 

Scrutiny Does the security system have safeguards to ensure equal 
treatment of scrutinised persons? 

Non-
discrimination 
- Applicability 
question  

 - Does the security system categorise the scrutinised based on a 
narrow range of observable traits? 

Non-
discrimination 

Differential 
treatment 

Does the security system pursue a legitimate aim?  
If yes: Is the differential treatment proportionate to the aim 
pursued? 

Non - discrim-
ination 

Exposure of 
disabilities 

If the use of the security system is likely to expose the disabili-
ties of the scrutinized, does it take relevant measures to avoid 
it? 

Protection of 
vulnerable 
groups 

- Does the security system include a special system of protection 
for minors, elderly and disabled persons? 

Freedom from 
unlawful de-
tention 

Physical free-
dom 

Does the security system include safeguards for the lawful 
detention of individuals? 

Freedom from 
unlawful de-
tention 

Information Is the detained person informed about the reasons of detain-
ment?  

Freedom of 
movement 

Physical free-
dom 

Does the security system include safeguards for the free 
movement of individuals? 

Bodily integri-
ty  Applicabil-
ity question 

- Does the security system interfere with the body of the scruti-
nised? 

Bodily integri-
ty 

Physical free-
dom 

Does the security system safeguard the bodily integrity of the 
scrutinised? 
If yes: How does the security system safeguard the bodily in-
tegrity of the scrutinised? 

Privacy  
- Applicability 
question 

 - Does the security system interfere with the private life (family, 
business) of the scrutinised? 

Privacy Legality Does the interference have a legal basis? 

Privacy Legitimacy Does the interference have a legitimate aim?  
(national security, public safety or the economic well-being of 
the country, for the prevention of disorder or crime, for the 
protection of health or morals, or for the protection of the 
rights and freedoms of others)  

Privacy Proportionality Is the interference necessary / proportionate (in a democratic 
society)? 
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Privacy Necessity Is there any other less privacy intrusive alternative? 

Privacy and 
data protection 

Privacy state-
ment 

Does the end-user offer a ‘privacy statement’? 

Personal data 
Protection -
applicability 
question 

  Does the security system involve processing of personal data? 

Personal data Data quality Does the security system foresee measures for the fair and 
lawful processing of the data? 

Personal data  Processing pur-
poses 

Does the security system collect personal data for specified, 
explicit and legitimate purposes? 

Personal data Retention Does the security system collect personal data that are kept for 
no longer than necessary for the purposes for which they were 
processed? 

Personal data Data accuracy Does the security system keep accurate and up-to-date personal 
data? 

Personal data Non excessive Does the security system process personal data that are ade-
quate, relevant and not excessive for the purposes for which 
they were collected and/or further processed? 

Personal data Legal grounds 
of processing 

Is the processing of personal data based on one of the criteria 
of Art. 7 of the Data Protection Directive76?  
(unambiguous consent, performance of contract, compliance 
with legal obligation, protection of vital interests of the data 
subject, public interest, legitimate interest of the controller) 

Personal data  Consent as a 
legal ground for 
processing 

In case the processing is based on consent, is consent freely 
given, specifically for the processing operation it concerns and 
informs (is there sufficient information provided prior to con-
senting so that he or she is aware of the consequences of his or 
her consent and the processing operation?)? 

Personal data Sensitive per-
sonal data 

If sensitive personal data are being processed, are there safe-
guards for higher protection of this type of data in place?  
Is there a legal basis for processing sensitive personal data?  
Is it necessary to create a link between gathered data and a 
person’s identity?  
If not, what are the safeguards in place to avoid the establish-
ment of the link? 

Personal data Data subjects 
rights 

Are there procedures to enable the exercise of the data sub-
jects’ rights? (namely the right to access, rectification, erasure, 
objection) 

Personal data Third parties Are there any third parties accessing the personal data?  
If yes: Under which conditions do they gain access to the per-
sonal data?  
Is the data subject notified? 

Personal data Data transfers If transfers of personal data are made to non-EU countries: 
what are the safeguards in place for the transfers of the data to 

                                                 
76  Note: Or respective Article 6 of General Data Protection Regulation. 
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non-EU countries? 

Personal data Data Protection 
Impact Assess-
ment 

Has a Data Protection Impact Assessment been performed? 

Personal data Data security 
and accountabil-
ity 

Does the security system require that the controller has tech-
nical and organisational measures for security of personal da-
ta? 
Does the system restrict access only to the individuals needed?  
Are there safeguards for the storage of the personal data?  
Is the data controller able to provide documentation to demon-
strate the above measures? 

Personal data 
 

Data security Are management direction and support for information security 
in accordance with business requirements and relevant laws 
and regulations provided? * 

Personal data 
 

Data security Has a management framework to initiate and control the im-
plementation and operation of information security within the 
organisation been established? * 

Personal data 
 

Data security Does the controller have measures in place for human re-
sources security prior to/during/after the employment in rela-
tion to processing of personal data? * 

Personal data 
 

Data security Is access to information and information processing facilities 
limited? * 
Is authorised user access ensured? * 
Are users made accountable for safeguarding their authentica-
tion information? * 
Is unauthorised access to the security system prevented? * 

Personal data 
 

Data security Is the use of proper and effective cryptography to protect the 
confidentiality, authenticity and/or integrity of information 
ensured? * 

Personal data 
 

Data security Are procedures and measures in place in order to: * 
- ensure correct and secure operations of information pro-

cessing facilities, 
- ensure that information and information processing facili-

ties are protected against malware and loss of data, 
- record events and generate evidence, 
- ensure the integrity of operational systems, 
- prevent exploitation of technical vulnerabilities? 

Personal data 
 

Automated deci-
sion-making / 
Profiling 

Does the security system allow for the (automated) building of 
large data-sets that could be used to perform predictive analy-
sis?  
What are the safeguards against automated decision making? 

Presumption 
of innocence 

Discrimination Does the security system present persons in suspected ways, 
that is, in ways that tend to suggest guilt (people’s presenta-
tion)? 

Presumption 
of innocence 

Self-
incrimination 

Does the security system obtain any response/behaviour by 
coercive means or lead to self-incrimination?  
If yes: Does the PSS respect the privilege of the person against 
self-incrimination? 
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Presumption 
of innocence 

Evidence If the security system records images and/or voices, does it 
offer clear, quality, recognizable and evident image and/or 
sound? 

Function creep - Have changes in the security system use been made transparent 
to data subjects? 
How have safeguards been put in place to protect the system 
against function creep? 
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APPENDIX 2: SELECTED CERTIFICATES SHOWING KNOWLEDGE OF (POTENTIAL) S-T-E-FI 
EXPERTS AND AUDITORS IN THE FIELDS OF DATA PROTECTION AND PRIVACY 

In order to be able to evaluate and certify security systems from the viewpoint of the privacy 
and data protection dimension, the evaluators and auditors have to possess appropriate exper-
tise and knowledge for the field in question. Although privacy and data protection is becom-
ing an increasingly important subject at different levels of legal studies, there are few interna-
tionally adopted standards that would certify that an individual is an expert in the field of 
privacy and data protection, so that he/she may take the position of a CRISP evaluator or au-
ditor in the future CRISP scheme. The programmes of IAPP (International Association of 
Privacy Professionals) are currently the most advanced in this regard; they offer information 
privacy certification programmes that are certified under ANSI/ISO standard 17024:2012. 
The ANSI personnel certification accreditation programme was the first of such programmes 
in the United States to fulfil the requirements of ISO/IEC 17011, Conformity assessment - 
General requirements for accreditation bodies accrediting conformity assessment bodies, 
which represents the global benchmark for accreditation body practice.  

The International Association of Privacy Professionals (IAPP) is a not-for-profit, non-
advocacy membership association founded in 2000. IAPP provides a forum for privacy pro-
fessionals to share best practices, track trends, advance privacy management issues, standard-
ize the designations for privacy professionals and provide education and guidance on oppor-
tunities in the field of information privacy. The IAPP offers a wide range of educational and 
professional development services, including privacy training, certification programmes, pub-
lications and annual conferences77. The IAPP claims to be the world’s largest association for 
the information privacy professionals with more than 20,000 members in 83 countries. 

The IAPP is responsible for developing and launching the only globally recognized creden-
tialing programs in information privacy: the Certified Information Privacy Professional 
(CIPP), the Certified Information Privacy Manager (CIPM) and the Certified Information 
Privacy Technologist (CIPT). The IAPP maintains a common body of knowledge for each 
certification; thus achieving a certification demonstrates mastery of a principles-based 
framework and knowledge of the subject matter. 

IAPP certification programmes are described in detail in the IAPP Privacy Certification Can-
didate Handbook78 covering governance, requirements, certification process, maintaining 
certification and other issues. IAPP certification programmes are governed by the IAPP Cer-
tification Advisory Board (CAB) and it’s Exam Development Boards (EDBs). The IAPP has 
an EDB for each certification (CIPP/US, CIPP/C, CIPP/E, CIPP/G, CIPM and CIPT).   

                                                 
77 IAPP website: https://iapp.org/. 
78  IAPP, „IAPP privacy certification candidate handbook. Background, Procedures and Policies”, 

2015. 
https://iapp.org/media/pdf/certification/IAPP_Privacy_Certification_Candidate_Handbook.pdf. 

http://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2fIEC+17011%3a2004
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Candidates must pass the appropriate certification exam (CIPP/US, CIPP/C, CIPP/E, CIPP/G, 
CIPM or CIPT). All CIPP, CIPM and CIPT holders must meet two minimum requirements 
over the term of their certification in order to maintain credentialed status: (1) paying an an-
nual certification maintenance fee (for members this fee is included in their membership fee) 
and (2) fulfilling 20 hours of continuing privacy education (CPE) per two-year period for 
each credential. 

CIPP, CIPM, CIPT 

Certified Information Privacy Professional (CIPP)  

The CIPP is the first-ever certification offered in information privacy. It has four concentra-
tions of which each is focused on a specific region or sector (Europe, Canada, U.S. private 
sector and U.S. government). 

Acquiring the CIPP credential shows that the expert has gained a foundational understanding 
of both broad global and concepts of privacy and data protection law and practice. CIPP pro-
fessionals have further knowledge of jurisdictional laws, regulations and enforcement mod-
els, rules and standards, essential privacy concepts and principals of legal requirements for 
handling and transferring data within a specific concentration. CIPP/E – Certified Infor-
mation Privacy Professional/Europe – encompasses pan-European and national data protec-
tion laws, the European model for privacy enforcement, key privacy terminology and practi-
cal concepts concerning the protection of personal data and trans-border data flows. CIPP/E 
is of particular interest for CRISP evaluation and certification scheme, since its focus is Eu-
ropean privacy and data protection legislation and covers not only the historical context and 
the European Regulatory Institutions but also the current EU Data Protection Law and Regu-
lation79: 

Certified Information Privacy Manager (CIPM)  

The CIPM demonstrates the understanding of the operational aspects of privacy programme 
management. The CIPM certification is comprised of two domains: Privacy Program Gov-
ernance (I) and Privacy Program Operational Life Cycle (II). Domain I provides a foundation 
for the governance of a privacy programme and defines how the privacy programme may be 
developed, measured and improved. Domain II details the management and operations of the 

                                                 
79 Amongst others, it includes the most recent and significant concepts and principles in the field of 

Data Protection, legitimate Processing Criteria, Data Subjects Rights, Confidentiality and Security 
or Notification Requirements. The full outline of the body of knowledge for CIPP/E experts is 
available at: IAPP, “European Privacy Certification. Outline of the Body of Knowledge for the 
Certified Information Privacy Professional/Europe (CIPP/ETM)”, 2013. 
https://iapp.org/media/pdf/certification/CIPP_E_BoK.pdf. 
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privacy programme governance model within the context of the organisation’s privacy strate-
gy80.  

Certified Information Privacy Technologist (CIPT) 

The CIPT demonstrates the understanding of how privacy requirements are managed and 
build into technology and is as such most suitable to information technology, information 
security and engineering professionals. The CIPT book of knowledge81 covers issues such as 
understanding the need for privacy in the IT environment, core privacy concepts, privacy 
considerations in the information life cycle, privacy in systems and applications, privacy 
techniques, online privacy issues and technologies with privacy considerations (e.g. biometric 
systems, cloud computing). 

Other requirements/professional certification schemes for privacy and data protection 
professionals 

EU-funded programmes in the field of privacy and data protection 

Apart from IAPP professional certification there are no other broadly recognized certification 
programs for privacy and data protection experts. In various EU funded programmes, such as 
the 7th Framework Programme, Horizon 2020 or in various enlargement and pre-accession 
programmes, such as Twinnings82, the Instrument for Pre-accession Assistance (IPA83) and 
the Technical Assistance and Information Exchange instrument of the European Commission 
(TAIEX84) support programmes, the requirements for privacy and data protection experts 
mostly demand only a particular number of years of professional experience related to per-
sonal data protection, adequate language and communication skills. Expertise gained at either 

                                                 
80  IAPP, “Privacy Manager Certification. Outline of the Body of Knowledge (BOK) for the Certified 

Information Privacy Manager (CIPM)”, 2013. 
https://iapp.org/media/pdf/certification/CIPM_BoK.pdf. 

81  IAPP, “IT Privacy Certification. Outline of the Body of Knowledge (BOK) for the Certified 
Information Privacy Technologist (CIPT) ”, 2015. 
https://iapp.org/media/pdf/certification/CIPT_BOK_v.2.0.5.pdf. 

82 Twinning is a European Union instrument for institutional cooperation between Public Admin-
istrations of EU Member States and of beneficiary or partner countries. Twinning projects bring 
together public sector expertise from EU Member States and beneficiary countries with the aim of 
achieving concrete mandatory operational results through peer-to-peer activities. 

83  The Instrument for Pre-accession Assistance (IPA) is as means by which the EU supports reforms 
in the 'enlargement countries' with financial and technical help. The IPA funds build up the capaci-
ties of the countries throughout the accession process, resulting in progressive, positive develop-
ments in the region. Current beneficiaries are: Albania, Bosnia and Herzegovina, the former Yugo-
slav Republic of Macedonia, Kosovo, Montenegro, Serbia, and Turkey. 

84  TAIEX is the Technical Assistance and Information Exchange instrument of the European Com-
mission. TAIEX supports public administrations with regard to the approximation, application and 
enforcement of EU legislation, as well as facilitating the sharing of EU best practices. It is largely 
needs-driven and delivers appropriate tailor-made expertise to address issues at short notice. 
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a national data protection authority of an EU member state or at the European Data Protection 
Supervisor is required in some cases, depending on specific tasks required from the expert. 
Specific legal, technical and/or information security expertise is required in some cases. 

EuroPriSe 

Europrise, the European Privacy Seal, is a European scheme providing privacy and data pro-
tection certification for Information Technology products and Information Technology-based 
services85. 

EuroPriSe specifies the criteria for experts who are able to conduct formalised evaluations 
that comply with certification requirements. To ensure that private evaluators are independ-
ent, reliable and have the necessary qualification, EuroPriSe foresees a detailed expert admis-
sion procedure. Since privacy protection incorporates technical and legal aspects both need to 
be covered in EuroPriSe evaluations. Experts are consequently admitted for either legal, 
technical, or both types of evaluation depending on their qualification86. To be granted admit-
tance as a EuroPriSe Expert, proof of legal87 and/or technical88 qualification to conduct eval-
uations must be demonstrated. Professional skills, such as relevant degrees and work experi-
ence (e.g. skills of a data protection officer or IT security specialist or lawyer) and work spec-
imens are necessary. Degrees or certificates of a university education, as well as state exami-
nations, professional certificates (e.g. in the field of information security: Certified Infor-
mation Systems Security Professional - CISSP, Certified Information Systems Auditor - 
CISM,), admissions to the bar associations, or accreditation according to similar certification 
schemes (e.g. accreditation as an ISO 27000 auditor or a Common Criteria evaluation labora-
tory) show relevant expertise and are taken into account in the EuroPriSe scheme. Experts 
also have to prove their reliability and independence. Reliability checks cover criminal back-
ground checks (no conviction for fraud, corruption etc.), checks on professional misbehaviour 
(e.g. violations of professional association’s code of conducts) as well as checks on finan-
cials. These checks are, according to EuroPriSe, conducted with both the help of public regis-
ters (e.g. by a “Police clearance certificate” or “Certificate of good conduct”, “Debtor’s regis-
ter”) and self-declarations by applying experts. 

EuroPriSe’s expert admission procedure requires the experts to be independent. Independ-
ence is indicated if experts do not have any financial interest or further contracts with their 
clients and if they have not been involved in the product development. Experts also need to 
be independent with respect to the internal structure of their organisation and must not be 
                                                 
85  EuroPriSe, “Welcome! EuroPriSe - the European Privacy Seal for IT Products and IT-Based Ser-

vices”, no date. https://www.european-privacy-seal.eu/.   
86  EuroPriSe, “Expert Admission Procedure”, 2016. https://www.european-privacy-seal.eu/EPS-

en/Expert-Admission. 
87 See EuroPriSe Expert Admission Self Declarations Legal form: https://www.european-privacy-

seal.eu/AppFile/GetFile/4298e451-853c-480d-a645-882cc071fed6. 
88 See EuroPriSe Expert Admission Self Declarations Technical form: https://www.european-

privacy-seal.eu/AppFile/GetFile/67d1746e-8d23-4ef2-9b6d-9e7d0195edf3. 
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bound by functional directives with regard to evaluation results. After admission, experts can 
have their contact data published in a public register on EuroPriSe’s website, where the ex-
perts together with their special interests and qualification are listed to help vendors find the 
appropriate experts.89 

EuroPriSe also organises 2-day Expert Admission Workshops that introduce potential experts 
to the EuroPriSe certification scheme, where they learn about EuroPriSe criteria and proce-
dures and get training in specifying a target of evaluation (ToE) and writing a EuroPriSe 
evaluation report. Potential experts also start to work on the training evaluation, which is one 
important precondition for being admitted as a EuroPriSe Expert. The workshop is a combi-
nation of classroom and group work and involves practical examples dealing with privacy use 
cases. 

EuroPriSe experts may therefore be seen as certified privacy professionals with some reserva-
tions, since EuroPriSe expert certification procedure is not certified under ANSI/ISO standard 
17024:2012. 

                                                 
89 The register is publically available at: EuroPriSe, “Register of EuroPriSe Experts”, 2016. 

https://www.european-privacy-seal.eu/EPS-en/Register-of-experts. 
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APPENDIX 3: DATA SECURITY PART OF DATA PROTECTION 

Data or information security is a vital part of privacy and data protection. The CRISP scheme 
could require one of the following personnel certificates which are globally recognised in this 
field: 

• ISO/IEC 27001 professional certification for ISO/IEC 27001 auditors, 
• ISACA (Information Systems Audit and Control Association), 
• (ISC)² (Security Experts in IT Certification) and  
• GIAC (Global Information Assurance Certification). 

The above mentioned certifications are also used to show relevant expertise and are taken 
into account in the EuroPriSe Expert Admission procedure90.  

ISO/IEC 27001 professional certification for ISO/IEC 27001 auditors 

The ISO/IEC 27001 auditor certification consists of a professional certification for auditors 
specializing in information security management systems (ISMS) and is based on the 
ISO/IEC 27001 standard and ISO 19011. Courses usually last five full days and finish with a 
written exam. This certification is provided by accredited certification bodies or unaccredited 
ones. Passing the ISO/IEC 27001 Lead Auditor certification provides the recognition that the 
individual can be engaged by certification bodies to perform information management system 
audits under their direction and management system. Apart from ISO/IEC 27001 Lead Audi-
tor certification, individuals can also be certified as ISO/IEC 27001 Auditor/Internal Auditor 
(not lead), which is primarily used internally to drive organisation towards the implementa-
tion and management of  ISMS.  

In terms of the CRISP evaluation and certification scheme, both designations would be useful 
for experts evaluating and certifying in the Freedom Infringement dimension, focusing on 
information security issues as the essential element of privacy and data protection.  

ISACA 

The ISACA (Information Systems Audit and Control Association) is an independent, non-
profit and global association that engages in the development, adoption and use of globally 
accepted knowledge and practices for information systems91. ISACA inter alia offers various 
professional certification for professionals dealing with information systems and information 
security: 

• Certified Information Systems Auditor (CISA), 

• Certified in Risk and Information Systems Control (CRISC), 

                                                 
90  See: EuroPriSe, “Expert Admission Procedure”, 2016. https://www.european-privacy-seal.eu/EPS-

en/Expert-Admission. 
91  Source: ISACA website: https://www.isaca.org 

https://www.isaca.org/


D6.2: Final Certification Manual  CRISP Project  

71 

 

• Certified in the Governance of Enterprise IT (CGEIT), 

• Certified Information Systems Auditor (CISM). 

 

(ISC)² 

The International Information System Security Certification Consortium, Inc., (ISC)²®, is a 
global, not-for-profit organisation focusing on educating and certifying information, software 
and infrastructure security professionals. Their most recognized personnel certification pro-
gramme is Certified Information Systems Security Professional (CISSP)92. CISSP was the 
first credential in the field of information security to meet the requirements of ISO/IEC 
standard 17024.  

GIAC 

GIAC (Global Information Assurance Certification) provides assurance that a certified indi-
vidual has the knowledge and skills necessary for a practitioner in key areas of computer, 
information and software security.93 GIAC certifications measure specific skills and 
knowledge areas rather than general information security knowledge. To date more than 
78.000 GIAC certifications have been issued. GIAC certifications are valid for four years and 
certification programmes are available for the following categories: 

• Security Administration (e.g. GSEC: GIAC Security Essentials certificate), 

• Forensics (e.g. GIAC Certified Forensic Analyst (GCFA), 

• Management, 

• Audit, 

• Software Security and  

• Legal. 

 

 

                                                 
92  Source: (ISC)2, “CISSP® - Certified Information Systems Security Professional, 2016. 

https://www.isc2.org/cissp/default.aspx. 
93  Source: GIAC website: http://www.giac.org. 
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